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ENGFLDACT MED INSTRUCTICN 5000.1

Subj: ADMINISTRATIVE PROCEDURES MANUAL

1., Purpose. To publish administrative processes and procedures
for conducting the daily business of ENGFLDACT MED Headquarters
and its field ocffices.

2. Cancellgpiyn, ENGFLDACTMEDINST's 1784 .1, 2280.1, 4200.8,
£402 . 2F, 7320.1, 12430.1, and all Standard Administrative

Operating Procedures,

3. Discussion. This instruction details atandard
administrative operating procedures within the command and will
be followed by all perscnnel attached to or serving with
ENGFLDACT MED. Nothing in this manual is intended to contravene
or supersede any provision of directives issued by higher
authority. Conflicts noted should be brought to the attention
of the Administrative Officer, N11.

4. Action. Department directors (includes all Integrated
Product Team Leaders), special asslstants, and field cffices are
responsible for ensuring compliance with the provisions of this
marual. All personnel shall become familiar with the contents of
this manual upon reporting on board and use it as a reference
for completing administrative processes.

5. Change Recommendations. Processes change and newer cnes are
frequently added to the way we conduct buasiness. Accordingly,
recommendations for changes or new additijjons to this manusl
should be submitted to the Administrati Officer, Nil via the
Chain of Command.

J. W. HOLLRITH
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Host Nation Liaison Oficer (Code 09D) Sicily Ofice
National /Political Oficer (Code 09E) London O fice
Director, Resource Managenent Dept. (N1) Souda Bay O fice
Chief of Contracts (N2) Vi cenza Ofice

Desi gn Product Line Coordi nator (N4) Rota Office

Construction Product Line Coordinator/ RO CC Qperations (Nb)

Real Estate Product Line Coordi nator (N6)

Envi ronment al Product Line Coordi nator (N8)

Base (perations Support Product Line Coordinator (N9)

Deputy Qperations Oficer/ Conmponent Business Oficer (Code 09A1)

G ai mant Liaison Oficer (Code 09A2)

Integrated Product Team Leader, Bahrain (Code 09ATB)

I ntegrated Product Team Leader, Europe and North Africa (Code 09ATE)
Integrated Product Team Leader, Italy (Code 09ATI)

Copy to:
LANTNAVFACENGCOM ( Code 011)
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1000 OFFI CER FI TNESS REPORTS AND M LI TARY PERSONAL AWARD
RECOMVENDATI ON SUBM SSI ON
LEAD PRCCESS OMNER: CODE 00S

1. Purpose. To publish mlitary officer fitness report and
personal award reconmendati on subm ssion procedures for field

of fices.

2. Action

a. Oficer Fitness Reports.

Engineering Field Activity,

Medi terranean field offices are to submt fitness report inputs
to Headquarters (Code 00S) 30 days prior to the report end date

(periodic and detaching reports).

| nputs shoul d be prepared

usi ng the NavFit98 program and forwarded el ectronically. As a
rem nder, when drafting Block 41 inputs,

substanti ate your
comments with nunbers and details when at al
exanpl e, people outside the command (i.e.,

possi bl e. For

sel ecti on boards) may

not necessarily be familiar with the scope or conplexity of a

“comm ssary project”,
$50M 750, 000 SF conmi ssary on-tine,
| ost tinme, accidents or mshaps.”

but wi ||

under

noti ce soneone who “delivered a
budget, and with no
Take tinme to draft and revi ew

t hese inputs before they are forwarded and pay attention to each

and every bl ock on the report.

periodic reports:

Foll owi ng are input dates for

RANK ENGFLDACT MED DUE REPORT END DATE
DATES
CDR 31 July 31 August
LCDR 30 Sept enber 31 Cct ober
LT 31 Decenber 31 January
LTIG 31 January 28 February
ENS 30 April 31 May
b. Mlitary Anard Recommendati ons. End of Tour

personal award recomrendati ons w | |

be forwarded by Engi neeri ng

Field Activity, Mediterranean field offices to be received by
Code 00S, 120 days prior to the planned detachnent date. Qur
policy is to present end of tour awards prior to the officer’s
departure. Specific act Navy Achi evenent nedal s under the
Commandi ng O ficer’s signature authority require a citation only
and shoul d be submitted to Code 00S within 7 days of conpletion

of the act.

c. CQur officers deserve neani ngful

fitness reports and award recomendati ons.

t hought - out

The tinme franes

i ndi cat ed above are necessary to ensure this happens. Proper

1000-1
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pl anning by originators is inperative. Personal comunications
with the XOis mandatory if the above tine franes cannot be net.

1000- 2
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1550 AUDI TORI UM AND CONFERENCE ROOM SCHEDULI NG ( HEADQUARTERS)
LEAD PROCESS OMNER: N112

1. Purpose. To publish procedures for scheduling the use of
command conference roons, building auditorium and executive
conference room

2. Discussion. N112 is responsible for scheduling the
bui | di ng auditorium and executive conference room (basenent).

3. Action

a. ENGFLDACT MED departnent directors and speci al
assi stants shall schedul e the building auditoriumand executive
conference room (basenent) through an e-nail to code N112. The
exact date and tine as well as the potential nunber or attendees
must be specified. Changes and/or cancellations are requested.

b. ENGFLDACT MED departnent directors and speci al
assi stants shall schedul e the command conference roons A B, and
C through the electronic cal endars available in Qutlook. Code
OCS is the coordinator for the command conference roonms and w | |
accept and/or decline the request based on availability and/or
priority.

c. To schedule a command conference roomthrough Qutl ook:
(1) Open your cal endar in Qutl ook.
(2) dick on “actions” and then “new neeting request”.

(3) Fill inthe “start” and “end date” and “tinme” you
woul d li ke to schedul e the conference room for.

(4) dick on the down arrow by “show tine as” and mark
it as busy, by doing so you will prevent others from scheduling
the sane room for the sane date/tine.

(5) dick on “to” and scroll down to the “EFA Med
Conf erence Roont you would |ike to schedul e.

(6) Highlight the conference room (A B, or C by
clicking it once and post it under “resources”.

(7) dick on “OK.” to conplete the operation.

(8) To check the availability of the room before the

request is conpleted, click on “attendee availability”. If
there are no conflicts, click on “send” and notification of your
reservation will be sent to the coordinator who will accept it.

1550-1
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If a conflict is shown on your display, you can scroll through
it to find an available tine on that date or you would need to
change the conference room sel ected and/or date. |If the
conflict is ignored and/or your reservation not marked “show
time as” busy, you may incur a situation where the conmputer wll
accept nore than one reservation. |If the coordinator happens to
catch the double reservation, one of the two will be declined.

It is very inportant that all of the above steps are foll owed
correctly in order to prevent last m nute inconveni ences.

(9) Once you have nmade your request, you will receive
an acceptance or decline nessage fromthe system

4. User Responsibilities. Users of conference roons and the
auditoriumw Il conply with the follow ng guidelines. Failure
to do so may result in disapproval of future requests.

a. Ensure lights are turned off when the roomis not
occupi ed.

b. Furniture may be rearranged at the user’s discretion,
however, all furniture nust be returned to its origina
configuration when the users are done.

c. At notime will furniture be renoved fromany room

1550-2
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1754 SPONSOR PROGRAM
LEAD PROCESS OWNER: N1

Subj :  ENG NEERI NG FI ELD ACTI VI TY, MEDI TERRANEAN SPONSCR PROGRAM

Encl: (1) Personal Background I nformation Sheet
(2) Sponsor Letter
(3) Sponsor Assignnent Menorandum
(4) Check In/Qut Sheet (ENGFLDACTMED 1754/ 1)
(5) Sponsor Checklists
(6) New Enpl oyee Orientation Schedul e
(7) Sponsorship Fuel Menorandum

1. Purpose. To assign responsibilities and establish
procedures to assi st new personnel in nmaking a snmooth transition
to living and worki ng overseas.

2. Background. The Navy Sponsor Program was established in
1970 by the Chief of Naval Operations (CNO to facilitate the
rel ocati on of naval personnel and their famlies when
transferred on permanent change of station orders. CNO policy
requires all naval activities to establish and maintain
effective sponsor prograns designed to facilitate the reception
and settling in of new nenbers and their famlies. A dynamc
command Sponsor Program conveys to each nenber his or her

i nportance to the command and the Navy. It is this command’ s
policy to apply the sponsorship programto all new associ at es,
mlitary, civilian and | ocal nationals.

3. Scope. This applies to Headquarters and all field offices
of Engineering Field Activity, Mediterranean. Wile the

encl osures are tailored to the Naples area, they nay be nodified
to neet requirenents at other |ocations.

4. Action

a. The Executive Oficer/RACC shall assign sponsors for al
new mlitary personnel.

b. The Command Sponsorship Coordinator, N1, shall:
(1) Inplenment and nmaintain an effective sponsor program

(2) Ensure that sponsors are assigned for all incom ng
per sonnel .

1754-1
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(3) Review the experiences of sponsors and new
associ ates to obtain feedback and continually inprove the
program

c. The Adm nistrative Oficer (N11)/RO CC shall (N11 for
Headquarters Personnel /RO CC for the field offices):

(1) Complete the upper half of enclosure (1) for the new
associate within 5 days of receipt of orders or assignnent
i nformati on.

(2) Prepare a conmand letter (enclosure (2)) to be
mailed within 10 days of receipt of orders or confirmation of
sel ection and provide a copy of the sanme to the designated
sponsor .

(3) Prepare enclosure (3) when notified of the sponsor’s
nane.

(4) Wen the new person arrives, give the enpl oyee
encl osure (4) for conpletion.

d. Departnent directors shall:
(1) Using the information contained on enclosure (1),
recruit and assign a sponsor (not the new enpl oyee’ s supervisor
or the person being relieved) pronptly upon request.

(2) Oversee the activities of the assigned sponsor.

(3) Allow the sponsor and new associate sufficient tine
to conply with the provisions of this instruction.

(4) Complete all itens on the |ower part of the Check In
Sheet (enclosure (4)).

e. Sponsors shall:
(1) Be famliar with the command and its m ssion.

(2) Complete all applicable itenms listed on the
checklists (enclosure (5)).

(3) Ensure new enpl oyee receives a copy of enclosure (6)
upon arrival

(4) Request extra gas coupons be issued (if applicable)
fromthe Adm nistrative Oficer, N11, enclosure (7).

1754-2
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f. Al enployees/mlitary nenbers shall

(1) Assist wherever possible to make new conmand nenbers
and their famlies feel welcone.

(2) Provide input from personal experience to the

Command Sponsorshi p Coordinator to assist in updating and
i nprovi ng the sponsor program and enclosures (1) through (5).

1754-3
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PERSONAL BACKGROUND | NFORIVATI ON

Name:

Rat e/ Rank/ Gr ade:

Mai | i ng address:

Hone phone: Duty phone:

E-nmmi | address:

Marital Status: Nane of spouse:

Children (list nanmes and ages):

Bringing pets? (list type and wei ght):

Shi ppi ng a POV? From VWhen:
Make: Model : Year :

Speci al conditions concerning famly nenbers

Hobbi es/ I nterests:

Speci al requests:

Det achnment Dat e:

Taki ng | eave? (list dates):

Leave address:

Leave Phone

Sponsor Assi gnhed:

Encl osure (1) 1754- 4
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SAMPLE SPONSOR LETTER
LETTERHEAD

1754
N1/

M. WIIiam Kornaf el
996 Nagle Drive
Rockl edge FI 32955

Dear WIIiam

BENVENUTO a Engineering Field Activity, Mediterranean! W are
delighted that you have accepted orders to our conmand and are
anxi ously | ooking forward to your arrival.

EFA MED Headquarters, made up of 6 officers and 65 U. S. and
Italian civilians, supports 10 field offices |ocated throughout
Europe and North Africa. Qur AOR stretches fromthe United

Ki ngdom to Bahrain, and the workload is as varied and exciting
as the countries in which we operate. | amsure you will find
this tour to be especially interesting and chal |l engi ng.

Living in ltaly will be a unique experience wth nuch to see and
do. Italy is rich in culture and history, and you will find
that every little village and city has sone historical
significance that adds greatly to the enjoynent of exploring the
country.

You will soon receive a Wl cone Aboard packet which contains
very useful information designed to help you and your famly
pl an your nove and provide you with a good idea of what you wll
find once you arrive. I f you have any questions, either on the
material provided or otherwi se, please do not hesitate to wite
or call your sponsor, M. Wlter Buchanan, at DSN. 626-4720 or
Conmerci al : 011-39-081-568-4720, extension 355. Hs e-mail is
buchananwf @f aned. navfac. navy. m | .

We strongly recommend you hand carry your personnel records to
preclude any delay in taking care of financial matters, etc.
Ensure that you obtain Visas through your Personnel Support
Det achnment for your dependents. Italy now requires Visas in
order to obtain Sojourner Permts to live and work here during
your tour.

1754-5 Encl osure (2)
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Walter wll arrange tenporary hotel accommobdations for you, and
Jeff will continue to be in contact with you to assist in nmaking
your nove as snooth as possible, and help you adjust to working

and living in Italy.

Agai n, Wl cone to EFA Med!

Si ncerely,

James W Hollrith
Captain, Cvil Engineer Corps
United States Navy

Encl osure (2) 1754- 6
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1754
Ser N5/

LT Edward S. McG nl ey

Def ense Language Institute
Naval Security G oup Detachnent
Mont erey, CA 93944

Dear Ski p,

BENVENUTO a Engi neering Field Activity, Mediterranean! W are delighted that
you have accepted orders to our RO CC office in Rota, Spain and are anxiously
| ooking forward to your arrival.

EFA MED supports 10 field offices |ocated throughout Europe and North Africa.
Qur AOR stretches fromthe United Kingdomto Bahrain, and the workload is as
varied and exciting as the countries in which we operate. Qur Rota office
has 2 officers and 18 civilians under EFA MED, as well as 6 mlitary and 6
civilians anong the Public Wrks personnel. | amsure you will find your
tour in Rota to be especially interesting and chal | engi ng.

Living in Rota will be a unique experience with much to see and do. Spain is
rich in culture and history, and you will find that every little village and
city has sonme historical significance that adds greatly to the enjoynment of
exploring the country.

You will soon receive a Wl cone Aboard packet which contains very usefu
i nformati on designed to help you plan your nove and provide you with a good
i dea of what you will find once you arrive. |f you have any questions,

either on the material provided or otherw se, please do not hesitate to wite
or call your sponsor, LTJG Dan Brubaker, at 011-34-956-82-1016, DSN 727-1016
or, alternatively, 011-34-956-82-2100, DSN 727-2100. His e-mail is

brubakerj @avsta.rota. navy. n|

We strongly recommend you hand carry your personnel records to preclude any
delay in taking care of financial matters, etc.

Dan wi Il arrange tenporary accommodati ons for you and continue to be in
contact with you to assist in naking your nove as snooth as possible, and
hel p you adjust to working and living in Spain.

Agai n, wel cone to EFA MED

Si ncerely,

J. W HOLLRITH
CAPT, CEC, USN
Conmandi ng Officer

Copy to: LTJG Brubaker

Encl osure (2) 1754-7
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SPONSOR ASSI GNMENT MEMORANDUM

1754
dat e

VEMORANDUM

From Executive Oficer/RACC
To: (inserts sponsor’s nane)

Subj :  SPONSOR ASSI GNVENT

1. You are hereby assigned as sponsor for (insert new
enpl oyee’ s nane).

2. You are assuming a very inportant responsibility, one that
shoul d not be taken lightly. You will be our representative
with (insert new enployee’s nane) and his/her famly. Their
first inpression of ENGFLDACT MED and |ife overseas in (Naples,
Avi ano, Rota, etc.) wll be based on your perfornmance as
sponsor.

3. Take the tine now to attend sponsor training and becone
famliar with what is expected of you. The sponsor instruction
is a good start, but the individual interaction is up to you.
Communi cat e often, share your experiences, and render al
request ed assi stance.

4. You have ny assurance that the command supports and
appreciates this effort. Let your chain of command know of any
problenms or difficulties you are experiencing so that we can
assi st you.

XQO RO CC Signature Bl ock

Encl osure (3) 1754-8
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Engi neering Field Activity, Mediterranean
Check | n/ Qut Sheet
Department Assi gned: Depart nent Head:
Nane: G ade:
Code Assi gned: Rot ati on Dat e:
Sponsor:
Date In Country:
XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
Sponsor
(I'n addition to those itenms listed in sponsor instruction)
I'N aut
[Jco X O C CHECK | N aUuT
Date: Date: __
Time: Time:
Jco s Expectations Brief
(Headquarters Only) Dat e:
Ti ne:
[JHot el Reservations LArea Orientation LIICR (1f Applicable)
At : Dates: From
Dates: From
To:
To:
XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
ADM N
| TEM I NI TI AL/ DATE
I'N our

Travel Credit Card

MClI Card

Cvilian AWs and Payrol |

Pl ant/ M nor Property (NL13)

Per sonnel Fil e/ Record

Human Resources O fice

Security Cearance (U S. Only)
Security Threat Brief (Part of Area
Oientation- YES/ NO?)

Safety Ori1entation (Code N54)
|
Depart nent Head

| TEM S| GNATURE/ DATE
Di scuss AWS/ Hours of Wrk

St andard Form 450 (Fi nanci al Di scl osure

Statement. This will be determ ned by
the D.H)

Security C earance Level Required for
Job:

(Pl ease return sheet to N11 after conpl etion.) ENGFLDACT MED 5000/ 1 ( NEW NOV 99)

1754-9 Encl osure (4)
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SPONSOR CHECKLI ST

PRE- ARRI VAL

Cont act new enpl oyee. Recommend shi pping a POV as soon as
possible. Explain the difficulty in transportation and the
advant ages to buying a second car when you first arrive.

Attend sponsor training through Fam |y Service Center.
ot ai n Wl conme Aboard materi al s.

Send Wl cone Aboard package (shoul d include Benvenuti a
Napol i, CONUS pre-departure checklist, area map, comrmand
organi zati on chart, copies of the Panorama, etc.).

Make hotel reservation. (Mlitary nenbers nust stay at

the Costa Bl eu Navy Lodge in Pinetamare. Recommend that
civilians stay at the Holiday Inn, Pinetamare or Anerican Hotel,
Agnano). A request not to stay at the TLA Hotel may be
submtted to ENGFLDACT MED Admn O ficer with rational why
staying at the a governnent facility is not feasible. The
request will then be forwarded to NSA for approval /di sapproval.

Make kennel reservations if travelling with pets.

Schedul e Area Orientation Brief (dates: )
and Inter-Cultural Relations (ICR) class (dates:

). Mdke reservations for childcare if needed.
Devel opnental childcare is provided for children age 6 weeks
through 5 years by MAR free of charge for parents in these
classes. A copy of the child s inmmunization record, passport
and birth certificate nmust be presented prior to acceptance.
Additionally, during the sunmer nonths, MAR offers Canp
Adventure (for children in 15t —6'" grade), a day canp open from6
a.m until 6:30 p.m at Carney Park. Children may enrol | for
the entire summer or individual weeks as directed.

Arrange for transportation fromarrival point to hotel.
Ensure that you know their transportation needs (i.e. how nuch
baggage, pets, children) so you can arrange for the proper size
vehicle. Van rental is available through Public Wrks.

Draft an advanced schedule (simlar to enclosure (6))

that includes Area Orientation, ICR command indoctrination,
house hunting appointnents, etc. Review schedule with your
supervi sor and new enpl oyee's supervisor. Forward to new

enpl oyee.

Encl osure (5) 1754-10
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Arrange for dinner the night of arrival (either at your
home or a restaurant).

| f needed, get a command |etter (enclosure (7)) authorizing
addi ti onal gas coupons during the sponsorship process (for tasks
such as taking the new arrival to and fromtenporary | odging,
comm ssary, house hunting and work). Apply to MVRO for
addi ti onal gasoline authorization. An additional allowance of
100 liters per nonth for up to 2 nonths may be purchased.

1754- 11 Encl osure (5)
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| NTENTI ONALLY LEFT BLANK
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SPONSOR CHECKLI ST

JUST PRI OR TO ARRI VAL
1. Confirmarrival date, tinme, and place.
2. Confirm hotel reservation
3. Confirmtransportation to hotel.

4. Provide limted groceries to be placed in the hotel
room Suggested itens include:

M| k Cof f ee/ t ea bags

Snack Bars Peanut Butter

Cr acker s/ Chi ps Jani Jel |y

Br ead Frui t

Cheese Mar gari ne/ Butt er

Lunch Meats Bottl ed Water (At |east

Baby food (if necessary) a six pack)

1754-13 Encl osure (5)
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SPONSOR CHECKLI ST

ARRI VAL

Meet new enpl oyee at the arrival point (Capodichino, Rone, or
USAir bus in front of the Arerican Hotel) wi th adequate
transportation to the hotel.

Cvilian

Bri ng new enpl oyee to Human Resources O fice (HRO to check in.
HRO wi | | provide a docunent confirm ng enpl oynent in Naples.

Wthin 8 days of arrival, all non-ltalian citizens (except
active duty nmenbers) mnust apply for a Sojourner's Permt
(normal ly taken care of during Area Orientation).

I f not already conpleted during orientation bring new enpl oyee
to Naval Legal Service Ofice at Capodichino to apply for
Sojourner’s Permt(s). Pictures can be obtai ned at NEX
phot ol ab.

Bri ng new enpl oyee to Personnel Support Detachnent (PSD) to
obtain ID card.

Mlitary

| f menber arrives via Air Mbility Command (AMC) charter at
Capodi chi no, Personnel Support Detachnent Naples will coll ect
the active duty Navy nmenber’s service record. They will also
verify the record of energency data (service record page 2) with
the nenber. The individual wll retain health and dental
records, including those for dependents. Further, PSD check-in
procedures and conpletion of travel clains will take pl ace
during Area Oientation. If not, PSDwll collect all records
at Area Orientation.

Transport new enpl oyee and famly to hotel. Ensure that they
check in without any probl ens.

Expl ain transportation options. Provide bus and shuttle
schedul es.

Take themto dinner. (If they prefer to sleep, do not
force the issue).

Encl osure (5) 1754-14
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SPONSOR CHECKLI ST

POST- ARRI VAL

Bring the new enpl oyee to the command to check in.

First Wednesday after arrival, new enployee is required to
attend the Area Orientation. Either provide transportation or
explain the schedule for the bus fromthe TLA. Ensure the new
enpl oyee brings the follow ng information:

1. Medical and dental records (including all famly
Menmber s)

2. Current driver’'s license for all drivers age 18 and
ol der

3. Shot records for all school age children
4. Conmmand/ depart nment phone nunber and mailing address
5. Passports
6. Copies of orders
Take new enpl oyee to the followi ng | ocations at NSA Agnano:

1. Housing Welconme Ofice: initial interview and sign up
for tours.

2. Personal Property Ofice: check in regarding express and
nor mal househol d goods shi pnents.

3. Navy Exchange, Conmi ssary, Navy Federal Credit Union
(NFCU), Country Store, Library, Personal Owmed Vehicle (POV) Lot
and ot her services: general orientation.

Assi st as needed with Departnment of Defense Dependents School s
(DoDDS) registration process for nenbers with school age
chi | dren.

Assi st as needed with the house hunting process. Provide |ist
of realtors.
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Tour the area, both for general orientation and to provide
housi ng overvi ew. Suggested areas include representative
parcos, Carney Park, AFSouth, etc.

Encl osure (5) 1754- 16






ENG-LDACTMEDI NST 5000. 1

12 June 00

NEW EMPLOYEE SCHEDULE/ ORI ENTATI ON

MON TUE VEED THU FRI
AM Arrive Area Orientation Area Oientation [ Area Orientation
AM Conmand I nter-Cultural I nter-Cultural I nter-Cultural Inter-Cultura

Check I n (Dept
Head,

Desk, etc.) Area
Orientation

Rel ati ons (ICR)

Rel ati ons (ICR)

Rel ations (ICR)

Rel ations (ICR)

Conmand Check
In (CO XO

Tur nover/
Adnin Itens

Housi ng Tours

Tur nover/
Admn ltens

Housi ng Tours

Tur nover/
Adnmin Itens

Housi ng Tours

Tur nover/
Adnin Itens

Housi ng Tours

Tur nover/
Adnin Itens

Housi ng Tours

Housi ng Tours

Housi ng Tours

Housi ng Tours

Housi ng Tours

(As Needed) (As Needed) (As Needed) (As Needed) (As Needed)
Tur nover/ Tur nover/ Tur nover/ Tur nover/ Tur nover/
Adnin Itens Adnmin Itens Adnmin Itens Adnin Itens Adnin Itens
(As Needed) (As Needed) (As Needed) (As Needed) (As Needed)
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SPONSORSHI P FUEL MEMORANDUM

MEMORANDUM

From Conmandi ng O ficer Engineering Field Activity,
Medi t err anean

To: Director, Mdtor Vehicle Registration Ofice

Subj: SPONSORSHI P FUEL

1. (Sponsor’s Nane, SSN, Rank or Series/Gade), is assigned as

t he sponsor for (New enpl oyee’s nane, SSN, Rank or Series/ G ade)

who will arrive on (date).

2. It is requested that additional gas coupons be authorized
for (month(s), year).

(Adm nistrative Oficer)
By direction

Encl osure (7) 1754-18
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4200 GOVERNMENT COMVERCI AL PURCHASE CARD PROGRAM
LEAD PROCESS OMNNER: N2

Ref: (a) NAVSUPI NST 4200.85C http://ww. navsup. navy. m |

1. Purpose

a. The Department of the Navy (DON) has issued a task order
(#0003) under the CGeneral Services Adm nistration (GSA) SMARTPAY
contract (#GS-23F-980060) to obtain purchase card certificates
from CI TIBANK. The contract provides, at the request of Federal
ordering agenci es, Governnent-w de comercial purchase cards and
associ ated services for civilian and mlitary Government
enpl oyees to make purchases for official Governnent use. This
article provides guidance on the appropriate use of the program
by ENGFLDACT MED personnel .

b. Command policy is to use the Governnent-w de Conmer ci al
Purchase Card (GCPC) for purchases not exceeding $2,500. As a
paynent vehicle for contracts (up to $100 t housand), or other
aut hori zed agreenents, use of the purchase card may exceed
$2,500. ENGFLDACT MED shal |l nmanage the CGovernnent-w de
Comrerci al Purchase Card Programto ensure that all transactions
conmply with the GSA contract guide, reference (a), this article,
and ot her applicable internal Navy regul ations.

2. Applicability. The GCPC may be used to purchase supplies,
services and construction per Part 13 of the Federal Acquisition
Regul ati on (FAR), Defense Federal Acquisition Regul ation System
(DFARS), Naval Acquisition Procedures System (NAPS), GSA
Contract Cuide, Reference 9a, Head of Contracting Agency (HCA)
instructions, and |ocal operating procedures. The card may al so
be used to order directly fromrequired sources (i.e. National

I ndustry of Severe Handicap (NI SH) and National Industry of the
Blind (NIB)). Wthout exception, the GCPC may only be used for
aut hori zed U. S. Governnent purchases.

3. Background. CITIBANK, is the contractor who nmi ntains al
GCPC accounts, issues cards to Cardhol ders, sends nonthly
statenents to Cardholders and Billing Oficials and provides
various reports to Activity Program Coordi nat ors.
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4. Policy

a. Activity Program Coordinator (APC). The conmand APC
contact is:

(1) Contract Speciali st
Engi neering Field Activity, Mediterranean (N2)
PSC 817, Box 51
FPO AE 09622- 0051

(2) The APCis the |iaison between this comand,
Cl TIBANK, and the GSA Contracting O ficer. They oversee the
GCPC program establish guidelines and submt changes to doll ar
limtations or authorized nmerchant codes to Cl Tl BANK. The APC
al so coordi nates applications, issuance and destruction of
cards, establishnment of reports, and adm nistrative training.

b. Designated Financial Ofice Contact. The financi al
poi nt of contact is:

(1) Budget Anal yst
Engi neering Field Activity, Mediterranean (N13)
PSC 817, Box 51
FPO AE 09622- 0051

(2) The Financial/Conptroller point of contact
coordi nates posting of transactions in the Facilities
I nformati on System (FIS)

(3) Assists the APC for the establishnment of the field
of fice | ocal prograns.

(4) Supports field office Card Holders (CH s) and
Approving Oficials (AOs) providing training and guidelines for
establishnment of their obligation of funds in FIS.

c. Approving Oficial (AO. The designated AO Point of
Cont act is:

(1) Budget Anal yst
Engineering Field Activity, Mditerranean (N13)
PSC 817, Box 51
FPO AE 09622- 0051

The AO is responsible for review ng and verifying the
nmont hl y purchase card statenents of the ENG-FLDACT MED
cardhol ders. The AO nust verify that all purchases were
necessary and for official government purposes in accordance
with the applicable directives. The AOis also the certifying
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of ficer for ENG-LDACT MED cardhol ders and in that capacity
certifies the monthly billing statenent and forwards themto:

U. S. Naval Support Activity
Commercial Bill Paying Ofice
Attn: Code CR3

PSC 810 Box 58

FPO AE 09622- 0051

d. Disputes Ofice Contact. The Disputes Ofice contact

(1) Contract Speciali st
Engi neering Field Activity, Mediterranean (N2)
PSC 817, Box 51
FPO AE 09622- 0051

(2) This individual is the ultimate POC to formally
coordi nate, process and nonitor all disputed purchases, credits
or billing errors as established in reference (a) and NAVSUPP
Policy Letter 21C1/0002 PCO0-01 dated 7 Cct 99.

(3) Note that field offices are required to designate a
| ocal disputes contact.

e. Cardholder. The Cardholder is the individual to whom a
card is issued. The card bears this individual’s nanme and shal
only be used by this individual to pay for authorized U S.

Gover nment purchases. Prior to making purchases, the Cardhol der
must receive a del egation of authority from

(1) Chief of Contracts (N2)
Engi neering Field Activity, Mediterranean
PSC 817, Box 51
FPO AE 09622- 0051

(2) This delegation of authority will specify the single
purchase Iimt, the billing cycle purchase limt and the
transaction types authori zed.

f. Training. Prior to issuance of a purchase card, al
prospective Cardhol ders and cognizant Billing Oficials nust
conpl ete the Departnment of the Navy Purchase Card Interactive CD
ROMtraining or attend an alternative APC approved equi val ent
course. The APC shall provide Cardholders and Billings
Oficials with informati on and basic orientation on how to use
this card per agency policy. Refresher training is required at
| east every 3 years for Cardhol ders and others involved in the
process to ensure conpliance and understandi ng of contracting
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authority and | ocal operating procedures.

(1) Upon conpletion of training, the APC, Prospective
Cardhol ders, Billing Oficials and others involved in the
purchase card process nust provide the follow ng certification:

(a) I, print nane of purchase card participant,
Hereby certify that | have successfully conpleted (circle one):
(1) the Department of the Navy Purchase Card Training
Interacti ve CDROM or (2) other approved equival ent course

(certificates attached). Additionally, | have revi ewed and
under st and ENGFLTACTMEDI NST 5000. 1, article 4200.

Si gnature

Dat e

g. Dollar Limts Associated with The Card. Use of the
purchase card by cardholders is subject to a single purchase
l[imt, a nonthly cardholder limt, and a nonthly office limt.
The purpose of these dollar limts is as follows:

(1) Single Purchase Limt. The statutory single
purchase limt, $2,500, is a limtation on the procurenent
authority del egated to the cardhol der by the Chief of Contracts
(N2). This dollar Iimt cannot be exceeded unless a revised
del egation of authority is issued by N2 raising the limt.
Single purchase |imts nmay be assigned to cardhol ders in $50
increnments.

(2) Billing Cycle Purchase Limt. The billing cycle
card holder limt is a budgetary limt assigned to each
cardhol der. The total dollar value of purchases when using the
card for any billing cycle shall not exceed the billing cycle
purchase Iimt set for the cardhol der.

(3) Billing Cycle Ofice Limt. The nonthly office
limt is a budgetary limt established for each Billing
Oficial. The limt shall not exceed the sumof the Billing
O ficial’s cardhol ders’ nonthly purchase |imts and shoul d
reflect spending history as well as budgetary trends.

(4) Use of the purchase card for contract paynent
pur poses i s encouraged. Use of the purchase card may only
exceed the $2,500 single purchase limt if used as a paynent
met hod under a contract and shoul d be coordinated with the APC.
Paynments using the purchase card may not exceed $100, 000.

h. Vendor Authorization. Wen issuing this card to an

enpl oyee, authorization codes shall be established by the APC
and shall be incorporated in the card. Under nornm
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ci rcunst ances, nerchants are required to obtain authorization
from Cl TI BANK for purchases over $50,000. However, nany

nmer chants now use el ectronic authorization nmethods allow ng them
to obtain authorization for all purchases, regardl ess of anpunt.
When aut hori zation is sought for a purchase by the merchant, the
Cl TI BANK aut hori zation systemw || check each indivi dual

cardhol der’s Single Purchase Limt, the Billing Cycle Purchase
Limt, the Billing Oficial's Ofice Limt, transaction nethod,
and the type of nerchant where the cardhol der is naking a
purchase before authorization for that transaction will be

gr ant ed.

i. Card Security. It is the cardholder’s responsibility to
saf eguard the purchase card and account nunber at all tines.
The cardhol der nust not allow anyone to use their card or
account nunber. A violation of this trust shall require that
the card be wthdrawn fromthe cardholder with possibility of
subsequent di sciplinary action.

j . Standards of Conduct. Because our enployees hold a
public trust and their conduct nust neet the highest ethical
standards, all agency enpl oyees shall use this card only to
purchase itens and services within the guidelines of this
program The Governnent may puni sh wongdoers by fi ne,

i nprisonnment, or both, and making fal se statenents on purchase

card records may be cause for renoving the enpl oyee from Federa
Service. Billing Oficials hold nonetary liability for paynent
of invoices.

k. Unauthorized Use of a Card. ENGFLDACT MED shall not be
liable for any unauthorized use of the GCPC.

(1) “Unauthorized use” neans the use of a purchase
card by any person other than the cardhol der whose nane appears
on the purchase card. “Unauthorized use” also nmeans use of a
purchase card by a contracting officer who exceeds his/her
del egation of authority. (See footnote 22, Section 226.12,
Title 12 Code of Federal Regul ations.)

(2) A cardhol der that makes unauthorized purchases
or negligently uses the card may be liable to the Command for
the total dollar anpbunt of unauthorized purchases nade in
connection with the m suse or negligence and may al so be subj ect
to disciplinary action for the unauthorized or negligent use.

. Oher Authorized Uses. Except as discussed bel ow,

t he purchase card may be used for ALL m cro-purchases that do
not require a witten purchase order.
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(1) The requirenent for a witten purchase order woul d
include foreign mlitary sales, rental and | ease of vehicles,
classified requirenents, or any purchase which may require
specified ternms and conditions. |If the GCPCis used to pay for
a purchase made by using a purchase order, the vendor shall be
provi ded the necessary information either in person or by

t el ephone and the statenent “paynment to be nade by purchase
card” shall be inserted on the form DO NOT | NCLUDE SPECI FI C
| NFORMATI ON FROM THE CARD ON THE PURCHASE ORDER

m Restrictions On The Use O The Purchase Card. The
card shall not be used for the foll ow ng:

(1) Cash Advances
(2) Rental or lease of land or buil dings

(3) Tel ecommuni cations (tel ephone) services (i.e.
maj or systens such as FTS 2000, DSN, or Base tel ephone systens).
This restriction does not include short termservices (i.e.
rental of beepers, telephone relocations, etc).

(4) Gasoline or oil for DON-owned aircraft, vessels,
and vehicles unless the requirenent falls within the foll ow ng
criteria: CONUS/ Al aska | ocations — | ess than 10,000 gall ons
requi red annual ly and overseas/Hawaii — |ess than 20,000 gall ons
required annual ly.

(5 Repair of GSA | eased vehicles

(6) Expenses associated with official travel including
transportation, |odging, neals. (This prohibition does not
i ncl ude requirenments such as conference roomrental).

(7) Hazardous Material (HAZMAT), except commonly used
hazardous materials as defined in reference (a) (chapter 6A,
paragraph 4) and procured using the follow ng procedures:

(a) The end user/cardhol der nust conply with
established | ocal base or activity procedures for the
procurenent and use of HAZMAT. Such procedures shall, at a
m ni mum require screening the requested material against the
activity's authorized use |ist and approval by the designated
HAZMAT official of a contractor-provided nmaterial safety data
sheet .

(b) Obtain pre-award approval by submtting a copy
of a current contractor provided MSDS al ong with the purchase
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request to the designated HAZMAT official.
(c) If the HAZMAT official approves the purchase:

(1) Change in the material approved under
this purchase is not permtted; and

(2) The shipping container nust be | abel ed per
the Hazard Commruni cation Standard (29 CFR 1910.1200 et seq.).

(8) Unpriced services, unless the cardhol der can
establish a ceiling price that will not be exceeded by the
contractor. This authority is limted to services in which
comercial practice sets market prices for services, and those
mar ket prices are identified in the cardhol der docunentati on
along with the ceiling price established.

5. Procedures

a. Mcro-Purchase Procedures Wien Using The Card. Prior to
soliciting a quotation, the Cardhol der nust:

(1) Have sufficient funds coonmitted by the financi al
office contact to pay for the purchase. Bulk funding commtted
to the cardhol der’s account is nmandated. |n unusua
ci rcunst ances, when bulk funding is not utilized, the Cardhol der
shal | ensure appropriate funding is available prior to each
pur chase.

(2) Ensure that required sources of supply were
screened and appropriate waivers are in place when those sources
are not utilized. Mcro-purchases procured with the Governnent
w de commerci al purchase card need only reflect evidence of
screening for a statutory sources of supply (e.g.N SH N B) and
may be docunented on a cardholder log or other sinplified
record.

b. Pertinent information discussed between the contractor
and cardhol der when requesting quotes and nmeki ng award nay be
docunented on a cardhol der | og or other sinplified record.

c. If the merchant’s price is fair and reasonable, the
Car dhol der may proceed to purchase the supplies. This nay be
acconpl i shed:

(1) Over the Counter when the cardhol der goes to the
nmerchant’ s place of business to nmake the purchase and the
supplies are imedi ately avail abl e; or

(2) Over the Phone where orders are placed by phone
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and the contractor delivers the supplies to the activity or
governnent pick-up i s authorized.

d. Wether the purchase is made over-the-counter or
over the phone, the follow ng applies:

(1) In order to protect the integrity of the process, a
m ni mumtwo way separation of function is required. |If the
cardhol der is picking up material at a contractor’s place of
busi ness, the end user or designated receiving personnel should

sign for final receipt. 1In the event the cardholder is the end
user, another designated individual nmust sign for receipt. |If a
second individual will not be available, the activity should
have sonme process to ensure the integrity of the purchase (i.e.
obtaining Billing Oficial approval in advance, etc.).

(2) Merchants should be rem nded not to charge sales
tax, unless the location of the nerchant’s business is in a
state or country that does not afford the U S. Governnent a tax
exenpt status under its state, country, and/or |ocal |aws.

(3) Fees paid by nerchants to obtain the requested
goods/ servi ces can be added to the price of itens in overseas
| ocati ons.

(4) The cardhol der shoul d advise the nerchant that
t he purchase card account may not be charged until after

material is shipped.

(5) Back Ordering or delivering partial quantities
shoul d be avoided. |If an item nmust be backordered or a partia
guantity accepted, the nerchant nust agree to only bill for the
actual quantity shi pped.

(6) For ease in reconciliation, cardhol ders shoul d
attenpt to have all material delivered or picked up within the
same billing cycle.

(7) Cardhol ders must retain any docunentation
received fromthe vendor as this will later be used to verify
t he transacti ons shown on the cardhol der statenent. This
docunent may be a charge slip, cash register receipt, packing
list, etc. |If a packing slip is the only docunentation
available, it is acceptable if it has a price incorporated. |If
for some reason the cardhol der does not have docunentation of
the transaction, an explanation will need to be attached to the
statenment during the reconciliation process.
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(8 A log shall be used to docunment or record tel ephone
purchase card transactions. The docunentation should be held

until the nonthly billing statenment is received and then
attached to the statement when it is submtted to the Billing
Oficial.

(9) The Cardhol der must record each purchase in the
Excel Spreadsheet (Headquarters on the LAN, field offices on
di skette). The log shall be filled with relevant data to each
purchase. Dollar value of goods or services purchased in | ocal
foreign currency nust be |logged at the current years Budget Rate
of Exchange and never adjusted to the dollar rate used by
CITIBANK [ ater. The annual Budget Rate of Exchange for |oca
currency i s provided by the Financial/Conptroller contact.

(10) The Financial/Conptroller contact shall access the
purchase | og and conpl ete each record with data pertaining to
the obligation of funds into FIS and, as soon as avail able, the
date the paynment was processed for each purchase.

e. The single purchase to be paid for using the card
may be conprised of nmultiple itens and cannot exceed the
aut hori zed single purchase limt. Purchases will be denied if
t he aut horized single purchase limt is exceeded. Requirenents
shall not be broken down into nmultiple transactions to permt
t he use of the purchase card nor to stay within the single
purchase limt.

6. Action

a. Shipnent of Material. A shipping docunent or packing
slip should be included in each package with the foll ow ng
i nformati on:
(1) Merchant’s nanme and address.

(2) Annotation to forward docunent to the Cardhol der
by name and code (but no account nunber shoul d appear on
shi ppi ng docunent).

(3) Date of order.
(4) Requisition nunber/job order nunber
(5) Date of delivery or shipnent.

(6) Itemzed list of supplies furnished, including
guantity.
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(7) Conplete “MARK FOR' address, including Unit
I dentification Code (U C, FPO address and | ocal address of the
activity for which the material is being procured.

(8) Requisition nunber or other reference nunber
i ssued by the cardhol der.

b. Invoicing Procedures. CITIBANK will provide and
distribute two separate nonthly docunents at the end of the
30-day billing cycle as described bel ow

(1) Cardhol der Statenment of Account (SOQA) - Al
purchases, credits, and other transaction data that the
cardhol der has made in the nonthly billing cycle.

(2) Billing Statement — The official invoice which
provi des sunmary data for each cardholder the Billing Oficia
is responsible for.

c. Reconciliation. At the end of each nonthly billing
cycle, the cardhol der shall reconcile the information on their
statenent by verifying each transaction and filling in the

appropriate accounting classification in the accounting code
block, if different fromthe nmaster accounting |ine, and a
description for each transaction. The cardhol der nust then sign
the statenent, attach all supporting docunentation and forward
to the Billing Oficial or designated alternate. |If an item has
been returned and the credit voucher received, the cardhol der
shall verify that the credit is reflected on the statenent. |If
transactions and credits are not on the next nonthly statenent,

t he transacti on docunentation shall be retained by the
cardhol der until the transaction or credit appears on the
statement. |If the transaction or credit does not appear on the
follow ng nmonthly statenent the cardholder or Billing Oficia
shall notify the Disputes Ofice contact to resolve and
reconcile the statenent. The cardhol der nmust sign the nonthly

statenent and forward it to the Billing Oficial wthin 3
wor kdays of receipt. |If the cardhol der cannot reviewthe
statement at the tinme that it is received, the Billing Oficial

is responsible for reviewing and certifying the cardhol der’s
statenent and shall neet with the cardhol der upon his/her return
to verify the cardhol der’s statenent.

(1) Mssing Docunentation. |If for sone reason the
car dhol der does not have docunentation of the transaction to
send with the statenent, they nust attach an expl anation that
i ncludes a description of the item date of transaction,
mer chant’ s nanme, and why there is no supporting docunentation
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(2) Billing Oficial. The Billing Oficial is
responsi bl e for reviewi ng the cardhol der’s nonthly statenent of
account and forwarding the Billing Statenent to the comrmand
financial office contact, unless otherw se directed, for paynent
within 10 days after the end of the billing cycle. The Billing
Oficial nmust date stanp the Billing Statenment with the date
received. |If the Billing Oficial does not clearly identify the
date of receipt on the Billing Statenment, the Pronpt Paynent Act
requires the paynent office to use the statenent date as the
assuned date of receipt. In many cases, this will result in the
paynent not being nmade within 30 days and interest penalties
w ||l be assessed.

d. Billing Errors and Di sputes.

(1) Cardholders should attenpt to resolve al
di screpancies or billing errors with the nmerchant first.

(a) The cardholder will notify the APC and the AO
of the disputable charges or the billing errors found. The
cardhol der will mark the nmonthly account statenent indicating
the iten(s) in question, then he/she wll date and sign the
statement and forward it to the AO It is the responsibility of
t he cardhol der to ensure that the vendor provide within five
days a witten conmtnent to i mediately start the necessary
steps to credit the cardhol der’s account for the inproper
charges. If the the vendor neither provides this conmm tnent
within five days or openly refuses to provide it, the cardhol der
shoul d then contact the Disputes Ofice Contact to start the
formal dispute procedures through Cl Tl BANK

(b) The AO under pay and confirm procedures, wll
process the invoice or paynent in full. Itens contained on
nmont hly GCPC account statenents that have been shi pped and not
recei ved shall be processed and submtted for paynent subject to
subsequent verification of receipt and acceptance by the
organi zation. |If the iten(s) are not received and accepted
within 45 days fromthe date of receipt of the billing statenent
where first appeared, the charge should be formally disputed.
Not e that the purchase card is not authorized for use in
situations where the nerchant bills for ordered goods in advance
of shipnment or delivery.

(c) Defective nmerchandi se received should al so
be processed for paynent subject to the ordering activity first
contacting the nmerchant to arrange for the replacenent,
exchange, or return of the defective itemand the charge shoul d
be di sputed. Disputed procedures should also be followed if the
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repl acenent, exchange, or credit has not been received within 45
days of the billing.

(d) Unaut horized, erroneous, altered, and
duplicate purchase card charges shoul d be disputed i nmediately.

(e) Wen processing invoices under the pay and
confirm procedures described above, activities are certifying
that itens contained on the nonthly statement are (1) valid
orders (i.e. authorized itens purchased with correct doll ar
val ues) for which paynent should be nmade or (2) itens which are
bei ng di sputed because of conditions |isted in subparagraph (3)
above.

(f) For itens to be formally disputed, the
cardhol der nust conplete the Cardhol der Statenent of Questioned
I[temformand submt it to CITIBANK. CITIBANK will credit the
transaction until the dispute is resolved. |In addition, a copy
of the formnust be attached to the cardholder’s nonthly
statenment and sent to the appropriate designated Billing
Oficial.

(g) Defective Itens. |If itens purchased with the
card are found to be defective, the cardhol der has the
responsibility to obtain a replacenent or correction of the item
as soon as possible. [If the nerchant refuses to replace or
correct the faulty item then the purchase of the itemw | be
formal |y disputed through CITIBANK. Itens in dispute are
handl ed in the same nmanner as billing errors.

(h). Contact Wth CI TI BANK. CI TI BANK shal |l be
contacted by cardholders only to report a LOST OR STOLEN card.
Al'l other questions shall be directed to the contacts listed in
t hese procedures.

(i). Lost or Stolen Cards. Tel ephone Notification.
If the card is lost or stolen, it is inmportant that the
cardhol der imedi ately notify ClI TI BANK, at one of the follow ng
phone nunbers. These phones are manned 24 hours per day:

(1) Inside of CONUS call: 1-(800) 790-7206
(2) CQutside of CONUS call collect: 001-(904) 954-7850

(3) Witten Notification. The cardhol der nust also
notify their Billing Oficial of the lost or stolen card within
1 workday after discovering the card mssing. The Billing
Oficial shall submit a witten report to the APC within
1 workday. The written report to the APC shall include:
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a) The card nunber

b) The cardhol der’ s conpl ete nane

c) The date and | ocation of the | oss

d) If stolen, date reported to police

e) Date and tine C TIBANK was notified

f) Any purchases(s) nmade on the day the card was
| ost/stol en
g) Any other pertinent information

(4) Card Replacenent. CI TIBANK will mail a repl acenent
card within 2 business days of the reported loss. A card that
i s subsequently found by the cardhol der after being reported
| ost or stolen shall be cut in half and given to the Billing
Oficial or the APC. The APC shall notify Cl TIBANK that the
card was destroyed.

e. Separation of Cardhol der. Upon separation of a
cardhol der, the cardhol der nust surrender the card to their
Billing Oficial or APC. The APC shall notify C TI BANK to
cancel the account.

f. Transfer of Cardholder to Another Billing Oficial. |If
a cardholder is transferred to another office within NAVFAC, the
cardhol der’s account may sinply be transferred to the receiving
Billing Oficial at the end of the current billing cycle.
However, the APC, Billing Oficial, and cardhol der shall ensure
that all transactions are conpleted and that there are no
unresol ved di sputes before transferring the account. |If a
cardhol der noves to a different Billing Oficial outside NAVFAC,
t he cardhol der account shall be cancelled. The new Billing
Oficial shall determine if the enployee wll be a cardhol der
within his/her office and if so, a new account shall be
est abl i shed.
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5211 PRI VACY ACT (PA)/ FREEDOM CF | NFORMATI ON ACT (FO A)
LEAD PROCESS OMNER: N11

Ref: (a) SECNAVINST 5211.5D http://neds. nebt. daps. m |
(b) SECNAVI NST 5720.42F http://neds. nebt. daps. n |
(c) OPNAVI NST 5510.161 http://neds. nebt. daps. m |
(d) NAVFACI NST 5720. 14C
http://navfacilitator.navfac.navy. ml/

1. Purpose. To inplenent references (a) and (b), which
prescri be policies, procedures, conditions, and criteria
applicable to responding to requests of nenbers of the public
for copies of Departnment of the Navy records.

2. Background. The Privacy Act (PA) of 1974, published within
the Departnent of the Navy by reference (a), is designed
primarily to protect the personal privacy of individuals whose
records are nmaintai ned by agencies of the Federal Governnent.
The Freedom of Information Act (FO A), published by reference
(b), is designed to nmake available to the public the maxi num

i nformati on concerning operations, activities, and

adm nistration of the Departnent of the Navy and ot her Federal
agenci es without invading the privacy of any individual.

Al t hough having different primary objectives, the tw acts, if
carefully applied, are generally conplinmentary in nature.

3. Unclassified Technical Data. FO A requests for uncl assified
techni cal data determ ned to be subject to the w thhol ding
authority affected by reference (c) shall be denied under 5

U S.C. Section 552(b)(3). Appeals shall be handl ed per
reference ().

3. Denial Authority. Oficers authorized per Section 0120,
Manual of the Judge Advocate General, to convene general courts-
martial are authorized per reference (a) to deny requests for
notification, access, and amendnent of records related to
matters within their respective areas of responsibility. Per
reference (b), these sanme officers are authorized to deny FO A
requests for docunents or records relating to matters wthin
their respective areas of responsibility. Reference (d)

del egates initial denial authority to the Commandi ng Oficer and
Executive Oficer, Engineering Field Activity, Mediterranean.

5. Action

a. Admnistrative Oficer (N11). The central focal point
for PA and FO A requests shall be N11. N11 shall review all
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i ncom ng and out goi ng PA and FO A correspondence and be
responsi bl e for providing the reports described in paragraph 6.

b. Departnent directors, special assistants, and field
of fices shall forward each PA and FO A request to N11 along with
one copy of the record requested no |ater than the workday
followi ng the receipt of the request. Cassified docunents
shal | be handl ed per pertinent security regul ations.

c. Budget Oficer (N13). N13 shall be responsible for the
coll ection of fees per reference (b) and for the deposit of the
fees collected into the appropriate account.

d. Counsel (Code 09C). Code 09C provides |egal assistance/
review on all FO A reguests.

6. Required Reports. Per references (d), a copy of all denial
letters shall be submitted to Commander, Naval Facilities
Engi neeri ng Command ( Code 92).

a. Annual Freedom of Information Act Report (DD
A(A) 1365(5720), 25 Cctober.

b. Annual Privacy Act Report (DD A(R&R)1379(5211)), 15
February.
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5213 FORMS MANAGEMENT
LEAD PROCESS OWNER: N11

Ref: (a) SECNAVI NST 5213. 10D http://neds. nebt.daps. m |/

1. Purpose. To set forth policies, responsibilities, and
procedures for the design, drafting, and managenent of forns at
ENG-LDACT MED Headquarters, per reference (a).

2. Policy. Departnment directors or special assistants

shall, at |east annually and normally in conjunction with the
governing instruction, review forns which they originate to
ensure that they are effective, efficient, econom cal, and not
superseded by a higher authority form Each departnent

director, or special assistant, shall ensure that all fornms are
supported by the Standard Organi zation Regul ati ons Manual or
this Manual specifying their preparation and use. Higher
authority standardized forns will be used in all cases except
where a command uni que formis MANDATORY to support a | oca

requi renment. Conmmand unique fornms will be drafted to standards
published in reference (a). A “bootleg” formis an uncontroll ed
form issued without an identifying prefix or number, guiding

i nstruction, ENG-FLDACT MED form nunber, not designed to be
conpatible with any standard nethod of fill-in, and for which no
provi sions for reproduction have been nmade. This type of form
is not authorized for use in this command. Reproduction of
forms will be authorized by the Fornms Control Manager, N11

3. Reproduction. The Forns Control Manager, N11, wll| ensure,
to every extent possible, all forms are placed in electronic
medi a and readily accessible on the Local Area Network or on

i ndi vi dual desktop files.

4. Responsibilities

a. The responsible departnment director or special assistant
shall indicate their approval of all forms generated by
conpl eting block 16 of the Request for New or Revised Form
(OPNAV 5213/19). This person shall also ensure no “bootl eg”
forms are used within their departnent/code.

b. The Forns Control Manager shall

(1) Manage the overall program using the guidance in
reference (a).
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(2) Serve as a point of contact with the departnent
directors and special assistants of ENG-LDACT MED on forns
managenent matters.

(3) Vvalidate, approve, and assign form control nunbers
to all new or revised ENGFLDACT MED forns, per reference (a).
Mai ntain a naster case file of approved fornms with the OPNAV
5213/ 19 attached.

(4) Serve as the central clearing point for control of
al | ENGFLDACT MED origi nated forns.

(5) Miintain and update a listing of all ENG-LDACT MED
uni que forns (authorized and pending) for distribution to
conmand conponents.

5. Action. Wen a ENG-LDACT MED or departnental instruction,
that contains a forn(s), comes under review or is being
originated, the bel ow procedures will be followed:

a. The originating departnent director, special assistant
shall provide a copy of the form(s) attached to a conpl eted
OPNAV 5213/19, for a new or revised form to the Fornms Contro
Manager for review.

b. The Forns Control Manager shall either approve or
di sapprove the form(s) request and ensure it is put into
el ectronic nmedia. |f disapproved, the formw | be returned
with the specific reason noted on OPNAV 5213/ 19.

6. Forms Managenent Records. All forns supported by ENG-LDACT
MED shall be nunbered and filed by the Standard Subject
Identification Classification System A case file for each
originated formshall contain a conpleted OPNAV 5213/ 19 copy of
the requiring instruction, a copy of the printed form and any
subsequent revisions. Case files for canceled fornms shall be
di sposed of per the Navy and Marine Corps Records Di sposal
Manual . Departnental masters and docunentation shall be

mai ntained in files designated by the Forns Control Mnager.

7. Form Availability. Request for New or Revised Form ( OPNAV
5213/ 19) is available at: http://neds. nebt.daps.ml/
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5215 DI STRI BUTI ON LI ST
LEAD PROCESS OMNER: N11

1. Purpose. To publish the standard distribution list for
distribution of witten directives and correspondence w thin
ENGFLDACT MED.

2. Action. The follow ng standard distribution |list provides
for efficient distribution of correspondence and directives:

(1) Commandi ng O ficer (00)/Executive Oficer (09)
(2) Qperations Oficer (Code 09A)

(3) Appr ai ser (Code 09B)

(4) Counsel (Code 09C)

(5) Host Nation Liaison Oficer (Code 09D)

(6) Nat i onal / Political Advisor (Code 09E)

(7) Resour ces Managenent Departnent (N1)

(8) Chief of Contracts (N2)

(9) I ntegrated Product Team Italy (Code 09ATI)
(10) Integrated Product Team Europe and North Africa (Code
09ATE)

(11) Integrated Product Team Bahrain (Code 09ATB)

(12) Design Product Line Coordinator (N4)

(13) Construction Product Line Coordinator/ RO CC Operations

(N5)

(14) Real Estate Product Line Coordinator (N6)

(15) Environnmental Product Line Coordinator (N8)

(16) Base Operations Support Product Line Coordinator (N9)

(17) Bahrain Ofice

(18) Cairo Ofice

(19) La Maddalena Ofice

(20) London O fice

(21) Northern Italy Ofice

(22) Southern Italy Ofice

(23) Rota Ofice

(24) Souda Bay Ofice

(25) Vicenza Ofice

(26) Sicily Ofice

(27) Deputy Operations O ficer/Conponent Business Oficer

(Code 09A1)

(28) daimant Liaison Oficer (Code 09A2)
If the originator determ nes that a deviation fromthe standard
list is necessary, the foll ow ng exanple format shoul d be used:

Di stri bution:
ENGFLDACTMEDI NST 5000.1, Article 5215 (less (4) (5) (7))
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Request for Revised Distribution. Al instructions and

notices are available on the Local Area Network (LAN) or held at
the field offices. Requests for changes to the distribution
list shall be subnmitted to the Admi nistrative Oficer (N11).
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5216 COMVAND CORRESPONDENCE
LEAD PROCESS OMWNER: N11

Ref: (a) SECNAVINST 5216.50 http://neds. nebt. daps. m|

Encl: (1) Incom ng Correspondence Macro Fl ow Chart
(2) Qutgoing Correspondence Macro Fl ow Chart

1. Purpose. To publish procedures for preparing and routing
i ncom ng and out goi ng correspondence.

2. Action

a. Reference (a) (Departnent of the Navy Correspondence
Manual ) wi Il be used exclusively for formatting all outgoing
correspondence (letters, point papers, etc.) leaving the
command. The standard font type and size to be used will be
Courier New, 12pt.

b. Incom ng action correspondence wll be routed on
Engi neering Field Activity, Mditerranean Action Correspondence
( ENGFLDACT MED 5216/1) Route Sheet by the Administrative Oficer
(N11). The departnent/code/field office assigned action is
responsi ble for:

(1) Ensuring action is conpleted by the assigned reply
date or inform ng Nl1 that an extension is required; or,
“selling” the action to another dept/code/field office and
notifying N11.

(2) Returning the original route sheet (ENG-LDACT MED
5216/ 1) to N11 when action has been conpleted and indicating in
the remarks section of the route sheet how when a reply was sent
(e.g. “answered by Itr 11101 Ser N1/122 of 11 Jun 99).

(3) Providing N11 a copy of all official correspondence
sent outside the command.

c. Enclosures (1) and (2) identify the incom ng and
out goi ng correspondence processes.
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| NCOM NG
CORRESPONDENCE
(s ) MACRO FLOW CHART

N11
Receives Malil

Action Required
?

Send To Cognizant
Code/Office

No— End

Yes

}

N11
Prepare and Attach
Route Slip/Put on
Tickler

A 4

Send to Dept. Director/
Special Assistant/Field
Office for Action
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5218 MAIL HANDLI NG AND DELI VERY PROCEDURES
LEAD PROCESS OMNER: N11

Ref: (a) OPNAVINST 5112.5A http://neds.nebt.daps. ml/

1. Purpose. To publish procedures for the processing and
delivery of both personal and official mail.

2. Policy. We will transmt official and personal mai
pronptly, efficiently, and economically in support of the
command m ssi on and consistent with security and accountability.

3. Action. Per reference (a), the follow ng procedures shoul d
be adhered to by each activity:

a. Ensure there is adequate space necessary for the proper
handl i ng and security of the mail

b. Ensure there is an easy-to-follow standard operating
procedure for energency destruction of nmail, as required.

c. Mnitor training of mail clerks and mail orderlies.
d. Ensure mail is handled correctly and tinely.

e. Ensure mail directory and files and mailroomrecords are
mai nt ai ned properly.

f. Notify ENGFLDACT MED Adm nistrative O ficer (NL1)
i mredi ately of all suspected or known postal offenses and
| osses.

g. Ensure mamil is safeguarded at all tines.

h. Performpronpt directory service on all undeliverable
mai | and expeditiously return it to the servicing post office,
but no later than the foll owi ng workday after receipt.

i. Ensure mail orderlies/mail clerks are designated in

witing and before performng nail-handling duties, are
instructed in the proper performance of their duties.
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5219 ANNUAL REVI EW OF DI RECTI VES
LEAD PROCESS OWNER: N11

Ref: (a) SECNAVI NST 5215. 1C http://neds. nebt. daps. m |

Encl: (1) Annual Review of Directives Menorandum

1. Purpose. To publish the procedures for review ng command
directives as required by reference (a).

2. Background. Each issuing authority is required to conduct,
at least annually, a reviewto ensure all directives are
confirmed current, canceled, revised, or consolidated, as
appropri at e.

3. Discussion. Directives will be reviewed during the
anni versary nonth they are published or changed (i.e., an

i nstruction published on 7 Cctober 1999 will be reviewed in
Cct ober of the follow ng year).

4. Action

a. Departnent directors and special assistants shal
perform an annual review, on the anniversary date, of each
directive under their cognizance. Included in the annual review
will be a review of all local fornms enclosed as part of the
directive to confirmcontinuing useful ness, or determ ne the
need for revision or cancellation. Requests for new or revised
forms shall be acconplished per Article 5213. A report of
review will be submtted to the Adm nistrative Oficer (N11) by
the fifth workday of the following nonth. This report wll
i nclude appropriate recommendations as to the disposition of
each directive revi ewed.

b. The Adm nistrative Oficer will forward enclosure (1) to
the cogni zant code by the first week of the review ng nonth.
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5219

VEMORANDUM

From Administrative Oficer (NL1)
To:

Subj :  ANNUAL REVI EW OF DI RECTI VES

Ref: (a) (Command directive under your cogni zance identified)
(b) ENGFLDACTMEDI NST 5000.1, Article 5215

1. Areviewof reference (a) is required in the nonth of
, per reference (b).

2. Please conplete the endorsenent and return this menorandum
by DATE to N11.

FI RST ENDORSEMENT ( Dat e)
From
To: N11

1. Areview of reference (a) was conpleted. The follow ng
action is required:

I nstructi on Nunber Action Required

______No changes required
_ Rough revised, directive
will be submtted by:

Si gnat ure

Encl osure (1) 5219-2
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5239 | NFORVATI ON SYSTEMS (1'S) SECURI TY PROGRAM (A
LEAD PROCESS OMNER: N12

Ref : (a) SECNAVI NST 5239.3 (http://neds. nebt.daps.ml/)
(b) DOD 5200.40 (http://web7.whs.osd.nml/corres. htm)
(c) OPNAVI NST 5239. 1B (http://neds. nebt.daps. m|l/
(d) SECNAVI NST 5510.36 (http://neds. nebt.daps.ml/)
(e) OPNAVI NST 5530. 14C (http://neds. nebt.daps. m|/)
(f) Public Law 100-235
(http://infosec.nosc. m|/PRODUCTS/

(g) DOD 5200.1-R (http://web7.whs.osd. m|/corres. htn)
(h) SECNAVI NST 5211.5D (http://neds. nebt.daps.ml/)
(i) OPNAVI NST 5510. 161 (http://neds.nnebt.daps.ml/)
(j) NAVSOPUB P-5239-04

(k) NAVSOPUB P-5239-07

(http://infosec.nosc. m|/PRODUCTS)

Encl: (1) 1S Security Incident Report
(2) CGuidelines to Achieve Local Area Network Connection
(3) Local Area Network Connection Request Menorandum
(4) Software Certification Statenent
(5) Virus Attack Report Menorandum
(6) Request for Use of Privately Owed IS Resources
(7) Request and Approval of Of-Site Conputing

1. Purpose. To establish Engineering Field Activity,

Medi terranean | S security program and assign the roles and
responsibilities for its inplenentation in order to neet the
requi rements of references (a) through (i).

2. Objective. To ensure the integrity of information
contained in IS and the availability of automated support
required to neet the Conmmand’ s m ssion, by adequately
protecting the IS from accidental or intentional destruction,
nodi fication, denial of service, or disclosure of sensitive

i nformati on.

3. Scope. This Article applies to IS sponsored, owned, or
operated by, and/or in behalf of ENGFLDACT MED, regardl ess of
t he equi pnment's physical |ocation. The physical security
responsibility for any IS | ocated aboard this activity,
regardl ess of system ownership, shall be assuned by this
command and come under the purview of this section.

4. Policy. It is ENGFLDACT MED policy to operate accredited
systens or those functioning under a witten InterimAuthority
to Operate (1 ATO), issued by the Designated Approving

Aut hority (DAA) of the system Unless assuned by higher
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authority, the Commanding Oficer, is the DAA for systens
owned, operated by, or in behalf of, this command. The conmand
wi |l pursue an active risk nmanagenent program adm ni stered by
t he Conmand I nformati on System Security Manager (1SSM. This
program shall be devel oped and tested to provi de avoi dance and
reduction of inpact to our IS resulting fromthreat

mani f est ati ons.

5. Responsibilities. The Information Technol ogy D vision
Oficer, N12, is appointed the Conmand ISSMin witing, by the
Commandi ng Officer. Per reference (j), the Command | SSM i s
the conmand’ s point of contact for all IS security matters and
in this capacity reports directly to the Commandi ng O ficer.

6. Action. Command personnel or sponsored contractors (as
applicable) shall conply with the policies and procedures
outlined in this section. Any breach in security of the
command IS shall be immediately reported to the | SSM The
incident will be fully investigated and reported to the
Commandi ng Officer.

7. 1S Security Incident Reporting Procedures. Wen an

i ndi vi dual notes an abuse of an IS (accidental or
intentional), they will immediately notify his/her |SSO or

hi gher authority. An IS Security Incident Report, enclosure
(1), will be initiated and forwarded to N12. The summary of
the violation should be given in detail. |If possible, secure
the systen(s) involved in order to preserve any evidence or to
prevent the spread of the problem N12 will process and
evaluate the IS Security Incident Report. Once an eval uation
has been nade, the IS Security Incident Report will be
forwarded to the Commanding O ficer with recomendati ons on
required corrective action (s).

8. Local Area Network Security Program
a. Discussion. Network connectivity carries greater

susceptibility to benign or mal evol ent intrusion on the normal
operation of the Command's I'S. For the purposes of security,

the LAN is considered a systemunto itself. It is the policy
of this command to operate accredited systens. The system
accreditation requirenments will be based on mi ssion

criticality, required operational trust evaluation |evel,
sensitivity and/or classification of information processed,
and node of operation. NI12 is appointed the LAN
Administrator/ISSM N12 will serve as point of contact on al
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security matters pertaining to the LAN. The 1SSOw Il perform
all duties identified in reference (k).

b. Action. Al requests for connectivity or expansion of
exi sting segnents nust be submtted per enclosures (2) and

(3).
9. Virus Protection Program

a. Policy. 1t is Command policy to require all 1S users
and/or adm nistrators to operate their conputer resources in a
responsi bl e manner and to provide protection from
nodi fi cation, destruction, and disclosure of sensitive
i nformati on and deni al of service.

b. Discussion. The term "conputer virus" is used to
descri be any software code or programthat nmay cause harmto,
or degrade the performance of an IS or network. The need for,
and ease of information sharing, is the source of a conputer's
vul nerability to viruses. Viruses spread when an infected
executable file enters the system This may occur by the
exchange of virus-infected diskettes, or the downl oadi ng of
files frombulletin boards.

GOVERNMVENT BULLETI N BOARDS ARE JUST AS SUSCEPTI BLE TO
| NFECTI ONS AS THOSE FOUND I N THE PRI VATE SECTOR

The damage caused by conputer viruses indicates a wide array
of annoyi ng and destructive applications, which my:

(1) Destroy or alter data

(2) Destroy hardware or machinery

(3) Display taunting nessages

(4) Lock the input function of the keyboard

(5) "Choke" or slow down a network by perform ng many
dead-end tasks

Commercial antiviral prograns of fer varying degrees of
protection; however, they are not 100% effective. Many work
only against today's threats. Witers of malicious codes are
continuously devel opi ng new ways to sneak past these defenses.
The best protection is a sound security program This program
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i ncludes a notivated work force aware of the problem
operating within well-devel oped security procedures.

e. Definitions. The followi ng definitions are essenti al
to understanding the elenents of the Virus Protection program

(1) Computer Virus - a nmalicious code (progran) that
replicates itself onto previously uncontam nated nedia w thout
initiation by the operator or authorized user. The code may
contain malicious |logic that when triggered by sone
predeterm ned event will take hostile action against the host
conput er system

(2) Trojan Horse - a programthat may performa
| egitimate function but contains a nmalicious code. This is
t he nost conmonly used nethod to introduce a malicious code
into a system

(3) Logic Bonb - a program which triggers an
unaut hori zed system act (usually malicious) when sone
predeterm ned condition occurs. Exanple: Friday the 13th.

(4) Worm- a programoriginally devel oped to tap
unused network resources in order to run a | arge conputer
program The worm searches the network for idle computing
resources and uses themto execute the large programin snal
segnents. |In nmalicious use, worns can tie up all the
conputing resources of a network and essentially shut it down.
Like a virus, a wormreproduces itself; unlike a virus, a worm
is self-contained and does not need to attach itself to
anot her program

(5) Trapdoor - is an entry point into a program used
for debuggi ng purposes or insertion of new code at a | ater
date by program devel opers. This entry point (or Trapdoor) is
usually elimnated in the final stages of program devel opnent,
but it is sonetinmes overl ooked either accidentally or
intentionally. Though not in itself a malicious code, the
Trapdoor can be used to gain access into a system s files.

f. Software Evaluation and Certification. Each
Departnent Director, Product Line Coordinator, and/or |SSO
wll ensure the |atest version of the virus detecting program
is avail able for each systemunder their cognizance. The
following steps will be taken prior to the introduction of any
software into your IS
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(1) Departnent Director, Product Line Coordinator,
and/or 1SSO will ensure each system has | oaded the nost up-to-
date version of a virus detection program and provide training
and/ or assistance for |live update to the virus protection
program

(2) The supervisor wll

(a) Vvalidate the functional requirenent for and
the acquisition of all software in his work unit.

(b) Validate the inspection of the software by
conpl eting applicable portions of enclosure (4).

(c) Ensure software is properly registered and
backup/ wor ki ng copi es are created.

(d) Ensure enclosure (4) is conpleted and
forwarded to the Departnment/Division | SSO and Comrand | SSM

g. Virus Detection and Action
(1) Virus Detection. The following are signs to | ook
for, on a daily basis, in identifying the presence of a

mal i ci ous code.

(a) Is the IS operating at a sl ower processing
speed than nornmal ?

(b) I's the IS showi ng unexpl ai ned reduction of
storage capacity?

(c) I's the data show ng unexpl ai ned extensi ons or
files?

(d) Are there unexplained increnments of the
ti mestanp?

(e) Are there many prograns with the sane
date/tinme in their |ast update field?

(f) Are there unexpl ai ned system crashes?

(g) Are there prograns or files that have been
nysteriously erased?
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(1) Corrective Actions: If a problemis detected, take
the follow ng action:

(a) STOP - DO NOT USE THE PC - DO NOT TURN OFF PC.

(b) Notify the 1SSO i medi ately. The ISSO wil |
need to see any information displayed on the nonitor.

(c) Notify your supervisor imediately. |f your
supervisor is not available, notify the next higher |evel of
supervi si on.

(d) As applicable, collect all storage nedia from
ot hers who use or were using the system

(2) The 1SSO (ISSM if the 1SSOis absent) will run
virus detection software to identify the suspected virus and
take action to recover fromthe attack.

(3) Use enclosure (5), Virus Attack Report Menorandum
to docunent the problemand actions taken.

(4) The 1SSMw || contact the Naval Conputer |ncident
Response Team (NAVCI RT) at:

Commandi ng O ficer

Fleet Information Warfare Center (FIW0)
2555 Anphi bi ous Drive

Nor fol k, VA 23521-3225

Attn: NAVCI RT

1- 800- 628- 8893 (Hot Li ne)
(757) 417- 4024/ 4026
DSN:  537- 4024/ 4026

E- Mai | : navcirt @i wc. navy. m |
SIPRNET: www. fiec.navy.sml.ml

10. Policy on the Use of Privately Omed | S Resources

a. (bjective. To establish policy and procedures for the
strict control of the TEMPORARY use of the privately owned IS
resources in ENGFLDACT MED. The capability to use an ISis
tied directly to Government owned software installed on the
system Mbreover, nost systens are connected to networks
provi di ng addi tional processing capabilities and the need for
interoperability. Therefore, it is the policy of this Command

5239-6



ENGFLDACTMEDI NST 5000.1 CH 1
22 Sept enber 00

to restrict the use of privately owned IS resources to a
specific, tenporary (not to exceed 90 days) contingency after
perm ssion is granted. Per enclosure (6), requests wll be
addressed t hrough the Chain of Conmand to the Command | SSM

11. O f-Site Conputing Policy

To provide policy and gui dance to permt comand personnel to
use Government owned IS in performng work away from conmmand
spaces (e.g., home, TDY travel, etc.). The use of Governnent
owned conputers and records by personnel off-site provides
great potential benefits to the comrand through increased
productivity and quality of work. Nevertheless, care nust be
taken to protect the security of data, equipnment and software
to nmeet the requirenents of this instruction. Governnent
property assigned to the custody of personnel for use off-
site, is to be used only by said person and only for the
benefit of the Governnent.

a. Responsibilities

(1) Control of Property. Both, the Property Pass
(obtainable fromthe ROCC (Field Ofices) or N2
(Headquarters)), and the Request for Approval for Of-Site
Computing, enclosure (7), are required for off-site conputing.
Al'l Conmand | S security regulations are applicable to the
control of governnent property.

(2) Control of Files and Records. O f-site use,
creation or updating of files and records are subject to
exi sting governnent policy and regul ations. Wile these
policies and regul ati ons are general in application, conputer
t echnol ogy has added new di nensions to off-site work. The
files and records of the Comrand, for the purpose of off-site
conputing are grouped into three types:

(a) Type 1: Conputerized files and records that
may not be created, updated, accessed fromor taken off-site.
This includes all classified information, all foreign
classified information, all pact classified material,
restricted data, fornmerly restricted data and NOFORN nateri al .

(b) Type 2: Conputerized files and records which
may be created, accessed fromor taken off-site subject to
speci fied control procedures established by the cogni zant
directorate of the information. This includes Privacy Act
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data, For Oficial Use Only material, procurenent sensitive
data, financial information, and any other sensitive-
uncl assified data with limtation on its dissem nation.

(c) Type 3: Conputerized files and records that
may be created, updated, accessed, or taken off-site at the
joint discretion of the enpl oyee and supervisor. This
i ncludes all other data; letters, nenoranda, reports, studies
and information avail abl e under the Freedom of I nformation
Act. Public disclosure of unclassified technical data is
restricted by reference (i).

(3) Limtations. Personnel are not permtted to use
Government software or disks in a privately owned conputer and
are also not permtted to use privately owned software and
di sks in Governnent conputers without witten permi ssion in
accordance wth this section

12. Internal and External Labeling of IS Information Media

Thi s section defines Command policy on the | abeling of IS
nmedi a. Renovabl e information storage nedia and devi ces used
with IS, nust be marked externally to clearly indicate the
sensitivity of the information they contain, regardless of
classification. Additionally, per reference (d), all DON
activities involved in originating, receiving or processing
classified information in IS, are required to use col or coded
Standard Form | abels to clearly indicate the | evel of
classification. Mreover, such nedia nust also be internally
| abeled with an inventory control nunber in the event al
external markings are rendered unreadabl e.

a. Scope. Al renovable information storage nedi a used
with IS nust be externally labeled to clearly indicate the
sensitivity and/or classification of the information it
contains. Media and devices typically include magnetic tape
reels, cartridges, cassettes, renovabl e disks, disk
cartridges, disk packs, diskettes, paper reels and
magneti ¢/ punched cards. This instruction does not apply to
commercially procured off the shelf software that is readily
identified by vendor |abels and markings.

b. Policy

(1) Per reference (g), all classified nmedia will be
| abel ed using the appropriate classification |abel:
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(a) Top Secret. The Top Secret |abel is SF 706
and the color is orange. The color orange in IS nedia, per
reference (g), can only be used to designate Top Secret
cl assification.

(b) Secret. The Secret |abel is SF 707 and the
color is red. The color red in IS nedia, per reference (g),
can only be used to designate Secret classification.

(c) Confidential. The Confidential |abel is SF
708 and the color is blue. The color blue in IS nedia, per
reference (g), can only be used to designate Confidenti al
cl assification.

(2) Al sensitive-unclassified nedia will be |abel ed
i ndi cating the proper category. This is infornmation which the
| oss, m suse, unauthorized disclosure or access, or
nodi fication m ght adversely affect the conduct of DON
prograns or the privacy of DON personnel. This category
i ncl udes:

(a) For Oficial Use Only. This category
i ncl udes information not designated as cl assified Nationa
Security information, but having a sensitivity that woul d
prevent its free and open public disclosure. Information
covered by the Privacy Act, such as Social Security Nunbers,
as well as nedical, pay, and personnel information fall into
this category. Oher information that m ght be Sensitive
Uncl assified Information is budget and financial data,
proprietary contractual data (such as proposals and pricing
information), information designated For Oficial Use Only,
and information affecting safety and human |life (such as air
traffic control data).

(b) Privacy Act. This category requires
protection for personal data per reference (h).

(c) Privilege. This category requires protection
for conformance wi th business standards or as required by | aw
(i.e., involving the award of a contract, budget estimations,
pricing, custonmer quotations, etc.).

(d) Sensitive Managenent. This category requires
protection to defend against the | oss of property, material or
supplies; to defend agai nst the disruption of operation, to
protect normal managenent practices and to insure integrity of
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funds and other fiscal assets (i.e., budget data, technical
docunents, operational plans, custoner information, anmunition
and/ or weapons data, etc.).

(e) Proprietary. This category requires
protection of data and/or information which is in conformance
with alimted rights agreenent or which is the exclusive
property of a private corporation or individual and which is
on |l oan/lease to the governnent for evaluation or use.

c. Procedures. The non-renovable security classification
and control |abels are to be affixed in a manner that will not
adversely affect the operation of the nmedia or the equi pnent
on which they are used. They are to be placed on fl oppy
di skettes so they are conspi cuous when inserted into sl eeves
and/ or storage containers. Each ISSO is responsible for
mai ntai ning sufficient quantities for all users under their
cogni zance to | abel all renovable nedia. Any disk found not
containing a classification | abel will be confiscated.

13. Policy CGoverning Software Used on Conmand Conputers

To establish policy and procedures regarding the control of
software used on Command personal conputers. The policy
governing the use of software on ENGFLDACT MED personal
conputers is:

(1) Oiginal distribution diskettes, properly | abeled
and protected, shall be sent to the | SSM for storage.

(2) Al software shall be distributed via the ISSMto
ensure that it is properly logged into the command' s Persona
Comput er Configuration Managenent |nventory.

(3) Al software nust be certified virus free prior to
install ation.

(4) Copies of conmmercial or shareware software shal
not be nade except per the licensing agreenent. Failure to
conmply with licensing agreenents will result in disciplinary
action.

a. Definitions
(1) Commercial Software. Software purchased on a per

copy or site license basis. In reality, what is purchased is
the rights to use the software contingent on the specific
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terns of the | ease-purchase agreenent. The software is
protected by copyright aws of the United States.

(2) Shareware. Software available to potential users
for evaluation. Shareware vendors encourage the distribution
of such software, while retaining the copyright to the
product. Users are generally granted the right to use the
product on a limted trial basis. Copyright owners may
request a fee or "donation" if continued use beyond a
specified period. A license agreenent is often included with
t he software package as an ARCHI VED fil e.

(3) Public Domain. Software which the originator or
devel oper has chose not to seek any formal rights or
royalties. Software of this type is generally available with
few or no restrictions.

14. 1S Security Training Program

Per reference (a), this training nust be commensurate with the
duties and responsibilities of the individual. Reference (f)
mandates all mlitary and civilian enpl oyees responsible for
the input and use of the conputer systens nust receive
conputer security training. This section is developed to

i npl ement these requirenents. The Commanding Officer and each
menber of the IT Division personnel must ensure that al
activity personnel are adequately trained in IS security. The
| S security staff will develop and nmaintain the activity's IS
Security Training Programto include the follow ng target

audi ences:

(1) Annual User IS Security Training. Methods used
wi |l be in-house or provided training by e.g. SPAVWAR
Jacksonville, or an outside source, dependent on the depth of
training required for the particular IS area and duty of the
individuals to be trained. The target audi ences are: | SSM
| SSO, and NSO. It is mandatory that personnel perform ng
these functions receive training in those areas.

(b) Biannual 1S Security Staff Training. Methods used
will be in-house or contractor provided training, dependent on
the depth of training required for the particular IS area and
duty of the individuals to be trained. The target audiences
are: 1SSM 1SSO, NSO and Conmand Review Teanms. It is
mandat ory that personnel perform ng these functions receive
training in those areas.
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(c) Managenent Briefs. Periodic briefs to nmanagenent
to informthemof the state of IS security in the activity, as
wel | as, the progress of the accreditati on process.

(d) Procurenent and LCM Personnel. Personnel involved
in activity IS procurenent and Life Cycle Managenent nust be
know edgeabl e on the security requirenents placed on those
systens in order to ensure |S security requirenments are net
and/ or budgeted for ahead of acquisition.

15. Internet Use and Wrld Wde Wb (WWN Servers

a. Purpose. The Navy provides its authorized users with
access to unclassified publicly-accessible conputer networks
for the sole purpose of research, training and/or
comuni cation which is directly related to official
uncl assified U S. CGovernnent business. This policy applies
whet her the user is accessing the network via a Navy account
or one paid for by sone other enterprise, organization,
institution or person. In addition, this policy has rel evance
for those who adm ni ster systens with connections to
uncl assified publicly accessible conputer networks, such as
the Internet. The Internet is a gl obe-spanning conmuni cati ons
tool that provides universal interconnection anong networks
and information technol ogy resources. Al information | oaded
on a Command WAV server directly or indirectly connected to
the Internet is considered available to anyone in the world.
The availability of information from academ c, technol ogy and
research sources, both commercial and governnent, provides the
Command with a powerful corporate tool for nmaintaining a
| eadi ng edge in the business world. However, with mllions of
users on the Internet, the door is open to additional risks
that nmust be addressed. It is inperative that the Comrmand
manages that risk and ensures due care is taken to mninze
the chance of conpromse. It is the purpose of this policy to
establish, inplenent and mai ntain procedures and gui dance
regardi ng the appropriate use of the Internet, WW servers and
the protection of our information systens assets.

b. bjectives. To provide command enpl oyees with
gui dance and policy when operating on the Internet froma
gover nnment sponsored information system Additionally, to
provi de security guidelines when perform ng upl oad and
downl oad activity to or fromthe Internet.

c. User conpliance. Enployees with the capability of
accessing the Internet, nust be aware that use of the Internet
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islimted to Oficial Use Only comruni cati on and data
transfer. This includes business conmunication and research
data transfer. Activities not authorized using the Internet
i ncl ude:

(1) Casual browsing of the Internet/ WWFTP w thout an
express busi ness purpose.

(2) Downl oadi ng or playing "ganes" through Internet
connectivity.

(3) Downl oadi ng copyright software w thout the proper
licensing authority.

(4) Accessing, downl oadi ng and di splaying infornmation
of a pornographic, sexually harassing or discrimnmnatory
nat ur e.

(5) Use of the Internet for personal gain.

(6) Use of the Internet as a political or social
forum

(7) Listening to and downl oadi ng nusi c, instant
messenger, napster, gnutella, |liquid player, w nanp, webshots,
after dark screen savers, etc.

d. Safeguards. Navy guidelines require that al
information systenms with servers (including WW servers) that
are connected to unclassified publicly accessible conputer
net wor ks, such as the Internet, enploy appropriate security
safeguards (e.qg., firewalls) as necessary to ensure the
integrity, authenticity, privacy and availability of Command
i nformati on systens and dat a.

e. Certification and Accreditation. Al information
systens with servers connected to the Internet nust have a
formal authorization to operate granted by the Designated
Approving Authority (DAA). This authorization will be in the
formof a Statenent of Accreditation based on the successful
conpl etion of an approved ri sk managenent process or an
InterimAuthority to Operate (I ATO, pending the conpletion of
that process. LAN systens security certification and
accreditation nmust reflect the addition of, or existence of, a
WAV server or other Internet information server.

16. Required Daily Security Precautions. Personnel nust
ensure that when |eaving their work area, they lock their
wor kstation (hit control, alt, and del ete simultaneously and
click lock workstation). Additionally, when securing from
wor k you nust shut down your conputer — this ensures a virus
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scan will be done on your conputer the next tine you turn it
on.

17. Enclosures. Al enclosures can be filled out and printed
el ectronically - NO FORM NUMBERS ARE REQUI RED
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ENG NEERI NG FI ELD ACTI VI TY, MEDI TERRANEAN
'S SECURI TY | NCI DENT REPORT

Departnment/ Di vi si on Code

System I dentification Nunber

System Locati on

I ndi vi dual Maki ng the Report

Code Tel ephone Nunber

Dat e of Report Dat e of Incident

Type of Incident

[ ] WASTE/ FRAUD/ ABUSE [ ] UNAUTHORI ZED DI SCLOSURE

[ ] THEFT [ ] UNAUTHORI ZED USE OF USER-ID
[ ] DESTRUCTI ON [ ] MODIFI CATI ON

[ ] DENFAL OF SERVICE [ ] OTHER

Downti me Resulting Fromthe I ncident HRS

Expand as Necessary on the type of incident

Nane/ Dept./Di v./Branch Code of Individuals Involved

Person(s)/ Tine/ Date I ncident Reported to

THE FOLLOW NG TO BE COVWPLETED BY | NVESTI GATI NG OFFI Cl AL

(Nanme, Rank, Title)

Local Agency(s) Involved (If Applicable). G ve Nane,
Addr ess, Tel ephone.

Report Investigation (Attach Additional |nformation)
Encl osure (1)
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GUI DELI NES TO ACH EVE ENG NEERI NG FI ELD ACTI VI TY MEDI TERRANEAN
LOCAL AREA NETWORK CONNECTI ON

The followi ng procedures should be foll owed by the enpl oyi ng
supervi sor to assure that an individual is connected to the
Engi neering Field Activity, Mediterranean Local Area Network:
1. Verify date enployee is to be on-board.
2. Advise Code N12, via E-Mail, regarding individual's:

a. On-Board Date

b. Departnment or field office

c. Building or Zone in which enployee is to be |ocated

The follow ng information (Headquarters personnel) shoul d be
provided to N12 on the departure of an individual, via E-Mil:

a. Physical departure date

b. W is to receive or maintain individual’s private
personal files which currently reside on the Network drive

c. \Wich conmand specific progranms the individual had
access to and should be renoved from (i.e. AutoCAD.)

Encl osure (2)
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LOCAL AREA NETWORK CONNECTI ON MEMORANDUM
( HEADQUARTERS PERSONNEL)

Conpl ete the followi ng informati on for EACH new enpl oyee
requiring access to the Engineering Field Activity,
Medi t erranean Local Area Network:

LAST NAME:

FI RST NAME:

NOTE: | NDI VI DUALS LOG N CONSI STS OF THEIR FIRST I NI TI AL PLUS
THEI R LAST NAME... NOT TO EXCEED ElI GHT CHARACTERS. I N THE
EVENT THAT A DUPLI CATION OF LOE@ N M GHT OCCUR AND THI S SCHEME
'S NOT' FOLLOWED, THE DEPARTMENT HEAD W LL BE NOTI FI ED OF THE
"LOGE N' NAVE THAT HAS BEEN ASSI GNED TO THAT | NDI VI DUAL.
PASSWORDS ARE SELECTED BY THE | NDI VI DUAL UPON I NI TIAL LOE@ N TO
THE SYSTEM AND MUST CONSI ST OF FI VE OR MORE CHARACTERS.

ON- BOARD DATE:
DEPARTMENT OR FUNCTI ON SPECI FI C PROGRAMS TO WHI CH THE
| NDI VI DUAL W LL REQUI RE ACCESS:

PHYSI CAL DUTY LOCATI ON: BUI LDI NG # ROOM

Dl VI SI ON

NANVE

FORWARD TO N12 ( DATE)

SUPERVI SOR SI GNATURE
ACTI ON COVPLETED

( DATE)

COMPLETED
BY

Encl osure (3)
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SOFTWARE CERTI FI CATI ON STATEMENT
A. SOFTWARE USER S STATEMENT
1. I , on this date and

per ENGFLDACTMEDI NST 5100.1, Article 5239, have tested the
foll owi ng software

Nane of Software and Version:
Manuf acture and Serial Nunber:
| nt ended Use:

| S(s) to be installed on:
The software was free of any malicious code:
The software was obtained from

. This software is considered (check only one):

] Freeware [ ] Shareware [ ] Licensed

] Copyrighted [ ] Public Domain [ ] OQther (explain)

NOTE: |If the software was obtained froma Electronic Bulletin
Board, identify the board s nane, system operator, telephone
nunber, the date the software was downl oaded and any |i censing
or distribution or request for paynent statenent which
acconpani ed the software or is associated with the use of the
bulletin board. Additionally, provide any avail able details
about the software's author.

(USER S S| GNATURE) Dat e
B. SUPERVI SOR S STATEMENT

1. 1, , on and
per ENGFLDACTMEDI NST 5000.1, Article 5239, certify that the
above nentioned user has shown proof of |egally obtaining the
above software package was tested and found to be free of any
mal i ci ous code.

(SUPERVI SOR' S SI GNATURE) Dat e
Encl osure (4)
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VI RUS ATTACK REPORT MEMORANDUM

Your Nane our Code

Tel ephone Dat e of Report

System Descri ption

System Locati on

When was problem first noticed?

Nat ure of the Probl em

Nane and Title of Supervisor or person problemwas reported
to:

Supervisor's Code _ Date Reported Time of Report_
Actions taken After Discovery of Problem

1.

2.

3.

4.

5.
Date Problem Reported to ISSM__ Tinme of report
Si gnature of Reporting
| ndi vi dual

Si gnat ure of Supervisor

Si gnat ure of
| SSM

Encl osure (5)
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REQUEST FOR PRI VATELY OWNED | S RESOURCES

Any request to utilize privately owned IS Resources within the
confines of the Navy Engineering Field Activity, Mditerranean
Local Area Network (LAN), nust be approved by N12.

Privately Owmed IS Resources are herein defined as:

a. Licensed Software prograns and docunentati on owned by
t he individual, rather than the Command.

b. Shareware prograns/utilities that are desired and
| oaded on equi pnmrent owned by the Command.

c. Conputer equipnent to include CPU s, Peripheral Itens
(such as printer, nonitor, keyboards, nouse, digitizer,
scanner, nodem cables, etc.)

Any formal request for approval of use of privately owned

har dwar e, software or peripheral itens nmust include a
statement which relieves the Engineering Field Activity,

Medi terranean of any responsibility for security, physical
damage, or liability for incurred |l oss. Any physical device
or hardware item proposed for attachnent to the LAN nust al so
be physically inspected by N12 personnel for possible
"viruses" or any physical attribute which may cause damage or
resultant problens to equipnent currently in operation by the
Command on its LAN.

Encl osure (6)
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MVEMORANDUM FOR THE RECORD

From
To:
Vi a:

Subj: REQUEST FOR APPROVAL FOR OFF- SI TE COVPUTI NG

1. | request approval to use Governnent owned

per sonal / portabl e conmputer, software and ot her automated
information systemin performng work off-site. The attached
Property Pass specifies the IS, software, files and records
requested. Approval is requested to do off-site conputing at
(specify location) fromto (specify dates).

2. | will strictly adhere to all policies and procedures
specified in references (a) and (c). | understand that
according to the Fair Labor Standards Act |I'm (choose one):

a. EXEMPT, and will not be conpensated for any off-duty
time spent on work approved by this form

b. NON-EXEMPT, and will be conpensated for any non-duty
time spent on work approved by this form

c. (Reserved for other activity personnel policy
approval s such as conpensatory tine, overtine, etc.).

SUBM TTED BY:

APPROVED BY.

| NFORVATI ON SYSTEM SECURI TY MANAGER

DATE

Encl osure (7)
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5510 CI PHER LOCK COMBI NATI ONS AT ENGFLDACT MED HEADQUARTERS
LEAD PROCESS OMWNER: N11

1. Purpose. To identify what actions are required for changing
t he ci pher | ock conbinations in the Al enia Building.

2. Action

a. The Admnistrative Oficer, Nl1, is responsible for
controlling access to the command spaces on the 1°' floor of the
Al enia Building. Control is achieved through the use of cipher
| ocks on the four main entry doors; liaison with the front
office staff for visitor reception; and, frequent publicity of
the security requirenents to all ENGFLDACT MED associ at es.

b. Additional cipher |ocks exist on the Message Room and
File Server Room The cipher lock Entry Code and Master Code
for the Message Room may be held by only the associates with a
need for access and who possess a security clearance. The
ci pher lock Entry Code and Master Code for the File Server Room
wi |l be maintained by the senior Information Technol ogy
associate. Access to the File Server roomw ||l be granted per
the ADP Security Pl an.

c. The cipher lock Entry Codes w Il be changed whenever the
code is deened to be conprom sed. They will also be changed at
| east once quarterly to prevent gradual erosion of security and
to help maintain security awareness. Although security is the
primary objective, it is also desirable that the code changes be
acconplished in a user-friendly manner.

d. The cipher |ock Master Codes should be changed at | east
once a year or whenever they are deened to be conproni sed, such
as by permanent departure of an Admi nistrative Division enpl oyee
or lock service perfornmed by non- ENGFLDACT MED personnel .

e. The Administrative Oficer will maintain the Master Code

and procedures for changing the conbinations in secure storage
with a duplicate copy provided to the Executive Oficer
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f. Unless a heightened | evel of security is required, the
foll owi ng personnel are authorized know edge of the Entry Codes
for the four main doors:

(1) ENGFLDACT MED civilian and mlitary personnel whose
primary place of duty is the Al enia Building.

(2) Contractor Personnel working for ENG-LDACT MED
(such as |1 SSOT) whose permanent place of duty is the Alenia
Bui | di ng.

(3) OQher DOD civilian and mlitary personnel attending
conferences | asting several days in the Al enia Building when
requiring escorted entry is not practical. The conference
organi zer is responsible for inform ng the Adm nistrative
O ficer of the extent to which the Entry Code was di vul ged.

g. Routine Code changes will be acconplished as foll ows:
(1) Validate that the Master Code is still working for
each cipher lock. If not, reset the Master Codes before

publicizing a change to the Entry Codes.

(2) Wien possible, schedule the change for the mddle
of a wor kweek.

(3) Two weeks before the change, publicize the date and
the new conmbi nation to all hands. Wen possible, choose
conbi nati ons that have an easily renenbered key pattern

(4) The day before the change, repeat the e-nai
notification, including the tinme of day the change will be made.

(5) Change the conbinations all at one tinme, preferably
at the end of the day.

(6) Tape a small note (USE NEW CODE) to each ci pher

| ock keypad to rem nd users that the conbinati on has been
changed. Renobve note a week or nore after the change.

h. The Adm nistrative Oficer is responsible for testing
the Master Code and changi ng Entry and Master Codes.

(1) Enter the Master Code followed by “B”. The upper
right LED should stay lit.

5510-2



ENGFLDACTMEDI NST 5000. 1
12 June 00

(2) To change the Entry Code, enter the nunmber 1, enter
t he new code and then enter the letter Ato confirm The cipher
lock will normally confirm acceptance with a beep.

(3) If you wish to change the Master Code, enter the
nunber 0, enter the new code and then press the letter Ato
confirm The cipher lock will normally confirm acceptance with
a beep. Be very careful changing the Master Code. If you nake
a m stake or forget the code, you will have to follow a
difficult procedure to override the Master Code. The
Adm nistrative Oficer holds the procedure for the override.

(4) Press the letter B to exit programm ng node.

(5) Test the new entry code and repeat the process
above if it is not functioning.

(6) To test the Master Code w thout naking any changes,
do steps 1 and 4 above.
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5511 CLASSI FI EDY COMMUNI CATI ON SECURI TY MATERI AL EMERGENCY
ACTI ON PLAN
LEAD PROCESS OMNER: N11 ( SECURI TY MANAGER)

Ref: (a) CM5-21
(b) CVB-6
(c) SECNAVI NST 5510.36 http://neds. nebt. daps. m |

Encl: (1) Emergency Destruction Plan

1. Purpose. This Enmergency Action Plan is a detail ed procedure
to be followed to ensure proper security of Communications
Security Material (COVSEC) including STU- 111 material and al
Classified Material in the event of natural disaster, fire,
and/or hostile actions at the Headquarters building. Field
offices are not authorized to store COVSEC or any classified
material in their spaces and therefore, this section is not
applicable to them

2. Discussion. In the event of an energency, the security of
classified information, as discussed in references (a) through
(c), is paranpbunt. This section defines the course of action to
be taken to deny classified material to unauthorized personnel
and to ensure the nost rapid and thorough di sposition of

material when the situation warrants. The Energency Action Plan
may be inplenented for both natural disasters and hostile
actions (e.g., eneny attack, terrorism nob action, or civil

upri sing).

3. Action

a. The Energency Action Plan, will be inplenmented when it is
considered that the forces and facilities at the Command s
di sposal are inadequate to protect the subject materials from
i npendi ng | oss or capture. The Energency Action Plan wll be
i npl emented by the Commanding Officer or in his/her absence, the
Executive Oficer, or senior officer present.

b. The three options available in an energency are securing
the material, renoving it fromthe scene of the energency, or
destroying it. The Conmanding O ficer or in his/her absence,

t he Executive O ficer, or senior officer, present will determ ne
whi ch option is applicable.

c. For natural disasters, efforts should be directed towards
mai ntai ni ng security control over the material until order is

5511-1



EFAVEDI NST 5000. 1
12 June 00

restored. In this instance, securing the material is the
preferred nethod.

d. During hostile actions, efforts nust concentrate on the
safe evacuation of the material, and/or secure destruction.

e. The destruction site for classified material will be the
shredder located in the mail room (127). The destruction site
for COVSEC material and the conputer renovable hard drive w |
be the conmuni cations room (141). Enclosure (1) details the
command Ener gency Destruction Plan.
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EMERGENCY DESTRUCTI ON PLAN

1. PRIORITY. Wen ordered to execute the Energency Destruction
Pl an by the Commandi ng Officer, Executive Oficer, or senior
of ficer present, destroy all material in the order |isted bel ow

a. COVSEC MATERIAL. Destroy the STU-111 machi nes | ocated
in room 102 (Commanding Officer’s office) and room 141
(comuni cations room. Destroy all STU- 11l keys |ocated in the
safe in room 141. Method of destruction will be smashing/
choppi ng the equi pnment and keys with the splitting mall | ocated
in room 141.

b. CLASSI FI ED MATERI AL. Destroy all classified
correspondence and nessages |located in the safe in the
communi cations room (141). A detailed listing of all classified
mat erial that needs to be destroyed is |located in the second
drawer of the safe (1°' folder inside the drawer). Transport al
classified material along with the detailed listing to the mail
room (102) and destroy this material utilizing the shredder
located in this room On the detailed listing of classified
material, check off each itemthat is shredded and retain the
listing on your person for destruction accountability.

c. COWUTER HARD DRI VE. Destroy the conputer hard drive
| ocated in the safe in the comunications room (141) by
smashi ng/ chopping it with the splitting mall
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5520 SECURI TY CLEARANCES
LEAD PROCESS OMNER: N11

Encl: (1) Security Clearance Process Flow Chart

1. Purpose. To publish procedures for obtaining a security
cl earance at ENGFLDACT MED

2. Action. Enclosure (1) identifies the security clearance
process.
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Security Clearance Process Flowchart

Supervisor determines need

for clearance l
Employee prepares Electronic
v Personnel Security <
Notify Security Manager Questionaire (ESPQ)

. . !

Security Manager checks Security Manager verifies
records for Department of the data

Navy Central Adjudication
Facility (DON CAF)
Certification Message

Data correct?

Previous
clearance?

Yes
Yes *
¢ Security Manager sends data electronically to

Defense Security Service (DSS)

Security Manager prepares
Personnel Security Action

Request - ¥
(OPNAV 5510.413) Temporary/Interim clearnace granted up to 180

L days (if applicable)

Temporary/Interim
Clearance granted up to 180
days (if applicable)

A 4

DSS completes investigation and sends results
to DON CAF

< Yes

b &

A 4

OPNAYV 5510.413 fax'd to Favorable Final Clearance
»< response from No—»
DON CAF ON CAE? not granted

Yes
v

Issues
Resolvable
?

Final Clearance Granted

v

Security Manager prepares Certificate of Personnel
Security Investigations (OPNAV 5520/20) and Classified
Information Non-disclosure Agreement (SF312) 44— No

A 4

Original OPNAV 5520/20 and SF 312 to
personnel file and copies of SF 312 to Security
Manager file and to individual.

A4

A 4

(END PROCESS)
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5530 PHYSI CAL SECURI TY
LEAD PROCESS OMNER: SECURI TY MANAGER (N11)

Ref: (a) NAVSUPPACTNAPLESI NST 5530. 3G

1. Purpose. To publish command physical security information
that nodifies our | ocal Host base instruction on Tenant
responsibilities and actions to be taken to prevent and respond
to physical security threats. Reference (a) is the governing
instruction for Tenant commands in the Naples, Italy area. The
Resident O ficer in Charge of Contracts at each Field Ofice is
responsi ble for obtaining, follow ng, and nodifying to their
needs, the | ocal Host base instruction that identifies a

physi cal security plan for their field office |ocation.

2. Discussion. The command Headquarters is located in a | eased
bui | di ng outside the confines of the USNAVSUPPACT Naples. The
bui | di ng houses three U S. Navy commands and buil ding security
is controlled by the building ower, Alenia Corporation.

Command physical security of assigned spaces within the buil ding
is the responsibility of each command s Security Manager. Entry
into conmand spaces at Headquarters is controlled by four cipher
| ocks. I ndividual spaces within Headquarters are controlled by
key access. The key control officer is Code N112 (Managenent
Assistant). Additionally, there are ten field offices |ocated
at Avi ano, Vicenza, Sigonella, LaMaddal ena, and Naples, Italy;
Manama, Bahrain; Cairo, Egypt; Rota, Spain; London, UK; and
Souda Bay, Crete, Greece. Physical security and key control for
field offices is the responsibility of the Resident Oficer in
Charge of Construction/ Contracts in conjunction with the host
command Security Manager.

3. Restricted Areas. There are two restricted areas within the
headquarters building. The conmuni cations room (141) and
conputer server room (135). These roons are | abel ed “RESTRI CTED
AREA” and are controlled by cipher locks. An intrusion
detection (ID) alarmsystemis installed in the comrunications
room The ID alarm sinultaneously alerts USNAVSUPPACT Napl es
Security, Alenia building Security, the command Security
Manager, and Admi nistrative Oficer in the event an intrusion is
detected. Detailed instructions regarding emergency destruction
of material |ocated in these spaces can be found in Article 5511
of this manual

4. Personnel Identification. The command is snmall enough to

justify not requiring a badging system In the event a person’s
identity is not known, you are requested to challenge the
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i ndi vidual to produce sone formof identification and escort the
i ndividual to the person they are here to see. Questions or
probl enms concerni ng unknown persons entering command spaces
shoul d be immedi ately reported to the Security Manager, N11, or
Resident Oficer in Charge of Contracts at a field office.

5. Personal or Governnment Property Loss. Personnel are
required to immedi ately report the | oss of personal or
governnent property to the Security Manager (N11), or Resident

O ficer in Charge of Contracts at a field office. Personnel are
rem nded to secure personal and governnment property to every
extent possible when not in sight/use. There are NO storage
facilities within the command for noney, jewelry, gas coupons,

or other valuables. Detailed instructions regarding
accountability for Governnment property is contained in Article
7320 of this manual .
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6320 HCSPI TALI ZATI ON OF PERSONNEL
LEAD PROCESS OMNER: N11

1. Purpose. To ensure the proper support of our personnel
admtted to the hospital for treatnent.

2. Discussion. On occasion, U S. and Local National personnel
are admtted to the hospital for inpatient treatnment. Wile the
chain of conmand nay be aware of pending admttance, we are
frequently notified after the fact in case of energent

adm ssion. In either case, our prinmary concern must be the
health and wel fare of our personnel and the proper support of
their famlies.

3. Action

a. The responsible departnent director, special assistant,
or head of field office is encouraged to:

(1) Notify the chain of command at the earliest
opportunity foll ow ng adm ssion or notification of intent to
adm t.

(2) Ensure the nenber is visited within 24 hours of
adm ssion, and each day a nenber is hospitalized for inpatient
treatment. In nore serious cases, or cases which by their
nature require nore frequent visits, the frequency and |evel of
visits shall be increased, as appropriate.

(3) |If possible and reasonabl e, ensure the needs of the
menber are properly supported.

(4) |If possible and reasonable, ensure that the
menber’s famly is properly supported throughout the
hospi tali zation and, when appropriate, any follow on
conval escence peri od.

(5) Obtain informati on necessary to support preparation
of required adm nistrative reports, assist the Adm nistrative
Oficer (N11) in preparation of those reports, and keep the
chain of command fully infornmed of the status and progress of
t he case.

(6) Ensure the nenber’s nedical record is fully
reviewed and any limtation of duty is fully understood. |If
uncertain as to duty limtations, contact the attending
physi ci an or other nedical authority for clarification.
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(7) Cosely follow personnel assigned in a nedical
Limted Duty (LIMDU) status and maintain such records as nay be
necessary to support the required conmand reports.
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7320 MANAGEMENT OF M NOR AND PLANT PROPERTY
LEAD PROCESS OMNER: N1

Ref : (a) LANTNAVFACENGCOM NST 5296. 2
http://| ant ops. efdl ant. navfac. navy. m |/
(b) NAVCOWPT Manual, Volume I11, Chapter 6
http://ww. navsup. navy. m |/
(c) NAVFACI NT 7320. 3B
http://navfacilitator.navfac.navy.ml/

Encl: (1) Flow Chart for Property Managenent and
Accountability
(2) Flow Chart for Annual Inventory Process
(3) Flow Chart for Mssing, Lost and Stolen Property
(4) Flow Chart for Excessing Property

1. Purpose. To pronulgate nodified policies of reference (a)
in establishing and instituting procedures for the managenent
and accountability of m nor and plant property at ENG-LDACT
MEDI TERRANEAN.

2. Scope. This directive applies to ENG-LDACT MED headquarters
and its RO CC offices.

3. Background. Effective property managenent necessitates
specific guidelines for receipt and serialization of property,
accountability and the disposition/disposal of same. References
(b) and (c) provide general policy guidance for accountability
and managenent of plant and m nor property and charge | ocal
managenent with the responsibility for ensuring appropriateness
of control over such property. Reference (a) fulfills that
requi rement for LANTNAVFACENGCOM ENGFLDACT MED is a conponent
of LANTNAVFACENGCOM  This instruction provides policy,
procedures, and gui dance consistent with those provided in
reference (a), for instituting effective property managenent.

4. Definitions. The following are additional itens on
clarification of ternms addressed in reference (a). Were a term
has a corresponding definition in reference (a), the one bel ow
is in addition to, and, in sonme cases, in lieu of that
definition.

a. NAVFAC Enterprise Adm nistrative Managenent |nformation
System (NEAM S): The informati on system managenent software
devel oped in a database application and having a full range of
conmand organi zati on adm nistrative functions with sel ectable
degrees of access privileges. NEAMS, as used in this
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instruction, refers to the Property Managenent feature of the
NEAM S sof t war e.

b. Property Adm nistrator: The Property Adm ni strator at
ENG-LDACT MED is the Information Technol ogy D vision Oficer
(N12) with overall responsibility for adm nistering property
managenent for ENGFLDACT MED and its RO CC offices. N2 is also
responsible for maintaining all property records.

c. Property Custodi an: ENGFLDACT MED applies the term
“Property Custodian” to each of its field offices to facilitate
the application of NEAM S for property managenent and
accountability.

d. Sub-Custodian: At ENGFLDACT MED, the Sub-Custodian is
t he desi gnated enpl oyee within an office (usually the office
manager/ supervi sor) who is responsi ble and accountable for the
custody, care, and protection of all of the m nor and pl ant
property of that office fromthe time of receipt until disposal.
As with “Property Custodian,” this is a NEAM S driven departure
fromthe usual definition

5. Policy. It is command policy to apply internal controls
consi stent with those used by Atlantic D vision, Naval
Facilities Engineering Command, to ensure that all mnor and
pl ant property itens are adequately safeguarded throughout the
acquisition, use, and disposal life-cycle. The controls
outlined herein are established to cover conditions that are
uni que to the command in conducting property managenent.

6. Responsibility
a. Property Admnistrator. N12 is the Plant Property

Cust odi an for m scell aneous and ADP equi pnent and i s appointed
in witing by the Commanding Officer. Responsibilities include:

(1) Accurately accounting for location of all property
and ensuring the master records for all command property are
current and provide the information required by reference (c).

(2) Recording, using NEAM S, all acquisitions,
di spositions, and transfers between departnent/codes or other
activities of command property and mai ntaining such information
in a current, NEAM S generated property control record.

Encl osure (1) 7320-2
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(3) Ensure all acquired property is tagged and
identified as Property of the U S. Navy upon receipt fromthe
vendor or other sources.

(4) Ensure that all property is imediately |ogged into
NEAM S upon receipt and an inventory control record is
subsequent|ly generated for each and every property item

(5) Ensuring backup docunentation for acquisitions and
di sposal s is maintained for audit purposes.

(6) Ensuring inventories of property are conducted as
required by reference (a) and such inventories are reconciled
with the NEAM S dat abase and master property records.

(7) Ensuring excess property is pronptly identified and
di sposal is per regul atory qguidelines.

(8) Ensuring that all property custodi ans and sub-
cust odi ans receive training in the managenent of property and in
the use of NEAM S in naintaining effective property nmanagenent.

(9) Ensuring that command regul ations and instructions
pertaining to governnent-owned property are current and that any
necessary accounting entries resulting from published changes
are pronptly recorded.

(10) Periodically publish information pertaining to the
managenent of governnment-owned property, etc.

(11) Ensure all pilferable property is clearly
identified as Property of the U S. Navy.

b. Property Sub-Custodi ans: Property sub-custodi ans are
responsi ble for mnor and plant property assigned to their
department/di vi sion wi thin ENGFLDACT MED or RO CC. They are
strictly charged in witing with the follow ng responsibilities:

(1) UWilizing the many report features of NEAM S, sub-
custodi ans are responsible for accurately accounting for
| ocati on and sub-custody records of all property within their
area of responsibility. This includes ensuring that the
inventory list of all plant and m nor property within their
custodial area is up-to-date by end user, identification tag
nunber, make, nodel, serial nunber and sub-custodi an.
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(2) Reporting all acquisitions, dispositions, and
internal transfers of property (including conputer itens,
software, and pilferable equipnment) in witing to N12 within 5
wor kdays of action, for recording in the property managenent
system Changes will be updated by N12. Property control
records will be issued new or revised accordingly by N12.
Copi es of any pertinent docunents initiated by other
departnents, codes or agencies affecting inventory
accountability nust be forwarded to N12 within 3 workdays.

(3) Ensuring a physical inventory is conducted and a
new si gnature obtai ned when transferring the accountability on
property inventory to a new sub-custodian. This should occur at
the tine of transfer, reassignnent, or departure fromthe
command.

(4) Ensuring all equipnment is affixed with a bar-code
| abel or other approved identification indicating “Property of
U.S. Navy” ownership and | ocally established property nunber.

(5) Verifying the condition of the property, turning in
al | excess and broken equi pment to N12 for action, and utilizing
exi sting, avail able equi pnent instead of new purchases whenever
possible. Al Automated Information System equi pnent and Vi sual
I nf ormati on equi pnent nust be processed as required by reference

(c).

(6) Ensuring the conpletion of an annual physi cal
inventory of all mnor property and a reconciliation with the
previ ous inventory report, purchases, and disposals. Results of
inventory will be provided to N12.

(7) Ensuring pronpt action in the reporting of m ssing,
| ost, stolen, or recovered property to N12 and the Security
Manager (N11).

c. Personnel. Al personnel are personally accountable for
gover nnment - owmned and assi gned equi pnent. This accountability
i ncl udes the proper use of such equi pnent; conplying with the
command’ s physical security regulations with respect to
protection of equipnent; for signing a Mnor/Plant Property
I nventory Control Record for all equipnent which is personally
assigned; for obtaining a properly executed Property Pass
(Optional Form 7) for any property itemto be renoved fromthe
prem ses for any reason; for pronptly reporting any m ssing,
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| ost or stolen equipnent to the Security Oficer or their

i mredi at e supervisor; and for conplying with established check
out procedures (i.e., accountability of all assigned property)
when departing the command.

d. Accountability for Equi prent at Training Conference
Sites. \When arrangenents are being nmade to host a training
class or conference at an off-site |ocation, inquire about the
facility's physical security procedures. Sone facilities wl]l
take responsibility if the person in charge notifies themat the
end of each day that they are | eaving and the roon(s) needs to
be secured. Sone facilities that cannot secure the training or
conference area have | ocked storage areas. |In any case, it is
the responsibility of the ENGFLDACT MED enpl oyee sponsori ng/
hosting the neeting to make the necessary provisions for the
security of all governnment equi pnent taken to the tenporary
| ocati on.

7. Procedures

a. Inventory Managenent and Accountability. Enclosure (1)
provi des the entire process of property nanagenent and
accountability fromthe time material is received until
disposal. It is inperative that these steps be followed to
ensure accountability of mnor and plant property at all tines.
Specific functions and rel ationships that nmake up this process
are di scussed bel ow

(1) N12 will receive, or be involved in the receipt of
materials, to the degree that they can nake the appropriate
assessnent as to the received condition of the material.

(2) Entry into the NEAM S dat abase will generate a
Property Control Record for the newy received item The
Property Control Record will contain identification and
di sposition information about the material itemand its custody.

(3) If the material itemis plant property, N12 will
al so record the itemon a DOD Property Record (DD1342) formto
be filed with DFAS Norf ol k.

(4) Material is delivered to the appropriate code where
the custodian for all property for that code (called *sub-
custodi an” to be consistent with NEAM S) signs the Property
Control Record in the signature block. The material itemis
then given to the person in that code for whomit is intended.
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(5 N12 wll file the signed hardcopy of the Property
Control Record where it will remain until sone future
di sposition of the itemrequires that a revised Property Control
Record be generated. Possible dispositions and associ at ed
procedures are indicated in the property managenent and
accountability flowhart in enclosure (1). Each is discussed in
t he ensui ng paragraphs.

b. Property Inventory. Enclosure (2) sets forth the steps
involved in the property inventory process and identifies the
i ndi vi dual s responsi ble for each. Specifics of the inventory
process are:

(1) An inventory can be an annual inventory where each
sub- cust odi an conducts the inventory for their office; or a
triennial inventory where N12 conducts the inventory personally.

(2) The annual inventory will be conducted according to
the schedul e set forth by LANTNAVFACENGCOM i n encl osure (6) of
reference (a). This schedule indicates a conmencenent date of
01 June for the annual inventory. A triennial inventory will be
conducted every third year.

(3) Property sub-custodians will prepare a form DD 200
for each inventory itemthat is mssing, |lost or stolen. (See
section on “Mssing, Lost or Stolen Property”.)

(4) N12 will ensure that the property managenent
database in NEAM S is current, and produce updated property
control records and obtain signatures from each code’ s sub-
cust odi an.

(5) N12 will file the signed new property control
records and archive the outdated records.

c. Mssing, Lost, and Stolen Property. Enclosure (3) shows
the procedures for the case where property is identified as
m ssing, lost, or stolen. Additional anplifying information
i ncludes the foll ow ng:

(1) The property sub-custodi ans nust advi se and

periodically rem nd all persons under their cogni zance to notify
them i nmedi ately upon di scovery of mssing itens.
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(2) Upon learning of mssing itens, property sub-
cust odi ans nust i nmedi ately apply the process outlined in
encl osure (3) to address the issue.

(3) Property custodians are advised not to wait until
the inventory is being taken to submt the required Financia
Liability Investigation of Property Loss (DD Form 200) reports.
A hard copy of the DD Form 200 can be obtained from N12 or the
automated form can be obtained fromthe | ocal area network.

(4) N12, upon receipt of a copy of DD Form 200 fromthe
sub-custodian, will renove the property fromthe NEAM S dat abase
and file the DD Form 200 hardcopy such that it will supersede
the property control record on file.

d. Excessing Property. Enclosure (4) provides the process
i nvol ved when excessing property. This process nust be adhered
to in order to maintain accountability of m nor and plant
property. As with other disposition actions, the sub-custodian
is responsible for providing current information, relative to
the property in his charge, to N12. Subsequently, N12 wll
ensure that the NEAM S database is updated to reflect the
current status and that a new property control record indicating
di sposition is generated and fil ed.

e. Property Passes. As stated in paragraph 6.c, each
enpl oyee has the responsibility of obtaining a property pass
when equi pnent is taken away fromthe duty station. The passes
can be signed by the property sub-custodi an, or the enpl oyee’s
supervisor if they are two different people. |If convenient, N12
can al so sign property passes. It should be noted that the sub-
cust odi an, being the party held accountable for the equipnent,
should be inforned if he is not the signer.

f. Checkout Procedures. Enclosure (1) requires a survey of
equi pnrent to be done when an enpl oyee transfers fromthe
Command. The purpose of this survey is to ensure that al
equi pnent assigned to the enployee is present. Once the survey
is conpleted, the custodian of that enpl oyee's property and
ADPSSO shoul d sign the enpl oyee’s Check out sheet.

8. Disciplinary Action. Givilian Personnel Instructions |ist
the of fense of “unauthorized possession, use, |oss or damage of
governnment property or the property of others” and reconmends
penalties fromreprinmand to renoval, depending on the
circunstances of the incident. |If it is found that | oss or
damage of property was caused by negligence of the individua
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assigned the property, disciplinary action will be taken in
accordance with these instructions.
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PROPERTY MANAGEMENT
AND ACCOUNTABILITY

MATERIAL RECEIVED
BY N12. ENSURES
MATERIAL RECEIVED

N12 PREPARES

1342 TO RECORD N12 FORWARDS 1342

TO DFAS-NORFOLK

A 4

MATERIAL $100 OR
MORE IS TAGGED BY
CODE N12 AND

IS ACCURATE AND
UNDAMAGED

A 4

LOGGED INTO
DATABASE USING
"NEAMIS"

ASSET
Y
Yes
A\ 4

NEAMIS

GErATES
> CONTROL RECORD No—p DELIVERED TO

FOR THE PROPERTY APPROPRIATE CODE

MATERIAL ITEM

PRO OR ADPSSO
RECEIVES
MATERIAL AND

PROPERTY SUB-
CUSTODIAN
FORWARDS THE

SIGNS INV.
CONTROL RECORD

SIGNED INVENTORY
CONTROL RECORD
BACK TO N12

N12 UPDATES
CUSTODIAN INFOR.
IN NEAMIS

A 4

DATABASE AND
FILES SIGNED INV.
CONTROL RECORD

EQUIPMENT

BECOMES
EXCESS

?

SEE EXCESSING
PROPERTY
FLOWCHART

Yes

¢N o]

EE MISSING, LOST AND
STOLEN PROPERTY
FLOWCHART

Yes

PROPERTY IS
STOLEN

Yes

GAINING PROPERTY
SUB-CUSTODIAN
PRODUCES A
REVISED AND
SIGNED INV.
CONTROL RECORD

SENT TO N12 FOR
DATABASE UPDATE &
FILING. COPY TO LOSING
PROP. SUB-CUSTODIAN

REVISED INV. CNTL. REC.

SEE MISSING, LOST
AND STOLEN
PROPERTY
FLOWCHART

?

Yes

EQUIPMENT IS
TRANSFERRED

No

EMPLOYEE
TRANSFERS

PROPERTY

DISPOSED
?

No
Yes
PROCESS CONTINUE PROPERTY SUB-
UNTIL PROPERTY IS CUST. SURVEYS
DISPOSED OF —> PROPERTY
ASSIGNED TO
EMPLOYEE

Yes

PROPERTY REMAINS
ASSIGNED TO SUB-
CUST. UNTIL
ANOTHER EMPLOYEE
TAKES POSS.

No—w|
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N12 CONDUCTS
VISUAL
INVENTORY OF
ALL PROPERTY

N12 PREPARES
LETTER
ANNOUNCING
INVENTORY

IS THIS THE
TRIENNIAL
INVENTORY

7y

Yes

ANNUAL INVENTORY
PROCESS

cone mieon
No—p PROP. SUB- » CONDUCTS
? CUSTODIAN/ADPSSO INVENTORY IN AREA

PROPERTY SUB-

OF RESPONSIBILITY

SEE MISSING, LOST AND
STOLEN PROPERTY
FLOWCHART

?

Yes

IS EQUIPMENT
MISSING, LOST, STOLEN
2

No—»{ COMPLETES INVENTORY,

PROPERTY SUB-
CUSTODIAN/ADPSSO

COMPILES RESULTS AND
SIGNS

DEPARTMENT DIRECTOR/
ROICC CERTIFIES AND
APPROVES INVENTORY

INVENTORY RESULTS
SENT TO CODE N12

"| ALONG WITH DD-200'S
FOR MISSING ITEMS

N12 UPDATES NEAMIS
DATABASE AND
GENERATES NEW

INVENTORY CONTROL
RECORDS

N12 OBTAINS
SIGNATURES FROM ALL
PROPERTY SUB-

N12 FILES INVENTORY
CONTROL RECORDS

CUSTODIANS ON
INVENTORY CONTROL
RECORDS
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MISSING, LOST AND
STOLEN PROPERTY

PROCESS ENDS

Yes

PROPERTY IS CONTACT IS
IDENTIFIED AS SECURITY INVESTIGATION
MISSING, LOST, OFFICER INITIATED
OR STOLEN (N11) 2 'gég?i;ﬁ&;;
?
No
l No
SUB -CUSTODIAN & IS
CODE N113 INITIATES CONTACT HRO/N121 v INDIVIDUAL
DD-200 (AND SF-361 FOR ACTION es CHARGED
IF NECESSARY) 2
Yes
A 4
PROP. SUB IS
EMPLOYEE CUSTODIAN PAYROLL MGR FINANCIAL
COMPLETES COMPLETES IS
» COMPLETES > LIABILITY
BLOCKS 1-11 BLOCKS 12 AG BLOCKS 13 A-G OFFICER APPT. Yes LIABILITY
AND SIGNS AND SIGNS AND SIGNS ASSIGNED
No No
- }
SUB-CUST. OR DD-200
DEPT. HEAD (IF FORWARDED TO N12 REVIEWS ggéﬁgﬁﬁﬁﬁii N12 FORWARDS
»  DIFFERENT) » ENGFLDACT » AND ASSIGNS > 10 NL21 FOR ORIGINAL TO
COMPLETES MED SECURITY MSLR NUMBER REVIEW NAVFAC
BLOCKS 14 A-H OFFICER

N12 RETAINS N12 REMOVES
COPY OF DD-200 PROPERTY

— FOR YEAR END "| FROM COMMIS
REPORTING DATABASE

N12 FILES DD-200
TO SUPERSEDE

\ 4

Encl osure (3)

PROPERTY
CONTROL RECORD

A 4
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PROPERTY N12 UPDATES RECEIVING SUB-
TRANSFERRED & NEAMIS DATABASE CUSTODIAN SIGNS PROCESS
DELIVERED TO AND ISSUES NEW » NEW INVENTORY CONTINUES
NEW SUB- INV. CONTROL CONTROL RECORD,
CUSTODIAN RECORD N12 FILES
N12 REQUESTS DOD
SCREENING
Yes ™ N12 NOTIFIED » PROCESS FOR
DISPOSITION OF
EQUIPMENT

PROPERTY
IDENTIFIED AS
EXCESS PROPERTY

IS PROPERTY

NEEDED IN COMMAND
2

] EQUIF’I\;IENT ADP No——p| PRO COMPLETES

PART IIA OF INV.
CONTROL RECORD

ADPSSO/PROP
SUB-CUSTODIAN
Yes—» NOTIFIES N12 OF
NEED FOR PICK-

UP OF ITEM N12 PROVIDES
SIGNED N12 PREPARES N12 PROVIDES
RECEIPT AND DD-1348 OR DD- FOR DELIVERY
»  UPDATES > 1149 FOR » TO DRMO OR
NEAMIS DISPOSAL OR ANOTHER
DATABASE TRANSFER AGENCY

CODE DELIVERS
ITEM TO N12

No——»

EXCESS N12 UPDATES
PROPERTY IS IT PLANT NEAMIS
» DELIVERED TO PROPERTY No—»| DATABASE AND End
DRMO OR NEW ? INV CONTROL
AGENCY RECORDS FILES

A

Yes

|

N12 PREPARES DD- N12 FORWARDS
1342 TO REMOVE - DD-1342 TO
"PLANT ACCOUNT DFAS
EXCESSING
PROPERTY
7320-11 Encl osure (4)
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7400 OVERTI ME AND COVPENSATORY TI ME | N CONJUNCTI ON W TH
TEMPORARY DUTY ( TDY)
LEAD PROCESS OANER: N1

Ref: (a) SECNAVI NST 7000. 11C http://neds. nebt.daps.m |/
(b) Joint Travel Regulation para. Cl1058, Exercise of
Prudence in Travel http://ww.perdiemosd.n |/

1. Purpose. To set forth command policy concerning overtine
and conpensatory tinme in conjunction with travel.

2. Policy. Reference (a) limts use of civilian overtine and
conpensatory tine to cases of necessity. Reference (b) provides
basi c travel guidance for civilian enployees. Briefly, nmanagers
and enpl oyees shoul d exerci se prudence in making travel
arrangenents. \Were possible, travel should be schedul ed during
the enpl oyee’s regul ar hours of duty. Qur policy relating to
overtinme and conpensatory tinme in conjunction with TDY is as
fol | ows:

a. Exenpt and Non Exenpt enpl oyees: the Fair Labor
St andards Act (FLSA) exenpts CGeneral Schedule (GS) or General
Manager (GV) enpl oyees whose basic pay is in excess of the
maxi mumrate of grade GS-10. Non exenpt enployees’ basic pay is
bel ow t he grade of GS-10. The followi ng applies to non exenpt,
exenpt, and host nation enpl oyees of ENG-LDACT MED.

(1) Business (non-training): Extended work periods at
ei ther an enployees’ work site or a TDY site will be conpensated
by overtinme or conpensatory tinme. Business does not include
time to attend functions such as society or association neetings
or work on outside activities not directly related to enpl oyee’s
responsi bilities at ENG-LDACT MED.

(2) Training: Extended work periods while in a
training status will not be conpensated. Training is ordinarily
a vehicle for potential advancenent for which additional
conpensation is not considered warranted.

(3) Travel in connection with either business or
trai ning: No conpensation nerely for travel tinme outside nornal
duty hours. Per diemis, however, authorized for travel as
governed by reference (b).

(4) Overtine: Overtine pay for tinme which extends a
normal work schedule (80 hours) devoted to work are as foll ows:
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(a) Non exenpt enployees: tine-and-a half pay of
their regular rate.
(b) Exenpt enployees: at the rate of grade GS-10,
Step 1.

(c) Host nation enployees’ normal rate plus 30%
for weekdays and Saturdays and normal rate plus 60% for Sundays
and Hol i days. Conpensatory tinme is not applicable to host
nati on enpl oyees.

(5) Aternative Wrk Schedule (AW5): Personnel who are
on AWs will return to a normal 8-hour workday for the entire pay
period while in a TDY status.

b. Departnment Heads:
(1) Are delegated authority for approving overtine and
conpensatory tinme on the Overtinme/ Conpensatory Tinme Request and
Aut hori zati on, NAVCOWT Form 2282,

(2) Should limt overtine and conpensatory tine to
cases of necessity as required by reference (a),

(3) Must ensure that funds are budgeted and avail abl e
prior to approving authorization of overtine for any of their
enpl oyees, and,

(4) Have ultinmate responsibility for determ ning
“exercise of prudence relating to travel.”

7400- 2



ENGFLDACTMEDI NST 5000. 1
12 June 00

12000 RELOCATI ON BONUSES FOR U. S. CI VI LI AN PERSONNEL;
ESTABLI SHVENT COF
LEAD PRCCESS OMNER: N11

Ref: (a) OPM5 CFR Ch. 1 (1-1-97 Edition) Subpart B
1. Purpose

a. Reference (a) provides regulations to inplenent 5 U S. C
5753, authorizing paynent of a relocation bonus of up to 25
percent of the annual rate of basic pay to an enpl oyee who nust
rel ocate to accept a position in a different commuting area,
provided there is a determ nation that, in the absence of such a
bonus, difficulty would be encountered in filling the position.
A relocation bonus is calculated as a percentage of the
enpl oyee’ s annual rate of basic pay and paid as a |unp sum

2. Applicability

a. The determnation to pay a relocati on bonus nust be nade
before the enpl oyee actually enters on duty in the position to
whi ch he or she was rel ocated.

b. Before a relocation bonus may be pai d, ENGFLDACT MED
shall require that the enployee sign a witten service agreenent
to conplete a specified period of enploynent.

c. Field offices and departnments nay target groups of

positions that have been difficult to fill in the past or that
may be difficult to fill in the future. However, any
determ nation to pay a bonus will be nmade on a case-by-case

basis for each enpl oyee and recomrended by the Position
Managenent Board (PMB) to the Commanding O ficer for fina
approval .

3. Responsibilities

a. The Adm nistrative Oficer is responsible for
establishing the ENGFLDACT MED Rel ocati on Bonus Plan. The
rel ocation bonus plan shall include the foll ow ng el enents:

(1) The designation of officials with the authority to
revi ew and approve paynment of relocation bonuses;

(2) Criteria that nust be net or considered in

aut hori zi ng bonuses, including criteria for determ ning the size
of a bonus;
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(3) Procedures for paying bonuses;
(4) Requirenents for service agreenents; and

(5) Docunentation and record keeping requirenents
sufficient to allow reconstruction of the action.

b. Requests to pay a relocation bonus shall be submtted to
the PMB in witing. The PMB will review each request and nake
recommendations to the Commandi ng Oficer, who is the final
approval authority. In determ ning whether a rel ocation bonus
shoul d be paid and determ ning the anount of any such paynent,
the PMB shall consider the follow ng factors, as applicable in
t he case at hand:

(1) The success of recent efforts to recruit candi dates
for simlar positions, including indicators such as offer
acceptance rates, the proportion of positions filled, and the
length of tinme required to fill simlar positions;

(2) Recent turnover in simlar positions;

(3) Labor market factors that may affect the ability of
the department or field office to recruit candidates for simlar
positions now or in the future;

(4) Special qualifications needed for the position; and

(5) Possibility of contracting out this position.
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12301 Cl VI LI AN RECRUI TMENTS
LEAD PROCESS OMNER: N11
Encl: (1) Givilian Personnel Recruitnment Process Flow Chart -

(Qutside Local Area)
(2) G vilian Personnel Recruitnment Process Flow Chart-
(Local Area)

1. Purpose. To publish the process to follow when recruiting
civilian personnel.

2. Action: Enclosure (1) is the process for hiring civilian
personnel from outside the |ocal area. Enclosure (2) identifies
t he process for hiring enpl oyees |ocally
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CIVILIAN PERSONNEL
RECRUITMENT
PROCESS
FLOW CHART
(outside local area)

Dept/Office
Identifies Vacancy

No

A 4
Notify N11 (ADMINOFF) of Requirement

A4

N11 Prepares SF52 and all Supporting
Documents

A 4

SF52 Sent Electronically to Servicing HRO via
PPI

v
Job Advertised on HRSC Europe Web Site

PMB
New Position? Yes Approval
?
No
Do You
have a P
Candidate(s) for - Yes
the Job?
Yes

No

Candidate's 171, OF612, or Federal Resume, Copy
of Latest EVAL and SF50 Sent to N11

N11 Prepares 52, XO approves &
N11 Sends to HRO with above
documents

Sponsor Assisgned
HRO Makes Job Offer

I
l

Physical
Completed and

No—Pp

v

Announcement Closes - Cert
Issued

Is N11 e-mail
Announcement >—NoJ  changes to Yes Favorable ?
Correct? HRSC Europe
Yes
h 4
Yes Orders Written by HRSC
Europe

HRO Notifies
Activity

A 4

Got

Passport & Visa No-p|

Possible Delay

< No

) &

N11 Notified
to le—No

Readvertise

Candidate is

Selected
?

Yes

Encl osure (1)

If Field Office,
N5 Agrees?

(Italy)?

Person Reports for
Duty

«

A 4
END
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CIVILIAN PERSONNEL RECRUITMENT

PROCESS FLOW CHART
(local area)

Dept/Office Identifies Vacancy

PD
Classification
Required 2

Yes

HRSC London
No - does PD
classification

ocal National
Position?

Yes
A 4

Local HRO does PD classsifciation

»l

P
Bl

Ll
A

Recruitment is advertised Locally

v

Announcement Closes - Cert Issued

N11 Notified to Candidate

[¢—No

Readvertise Selected?,

Yes

Local
National

New
Position?

No

PD Current?

Yes

|

Department/Office prepares
Position Description

Yes A

N11 prepares OF8 for Classification or
Statement of Difference to PD

d |

y

N11 Prepares SF52 (Request for
Personnel Action)

XO No

No

pproval?

Yes

|

SF52 input via PPI to HRO, OF8
Fax'd

No

Procurement
Position

(only)
?

Field Office?

Yes

N2 or N5

ves Approval?
*

N5 is resource manager for
Yes all technical and construction <
‘ admin staff. v

N11 returns cert and selection to HRO

all procurement staff.

v

HRO notifies person selected

Person
Accepts?

Yes
* N2 is resource manager for vy

Person Reports for Duty

END
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12312 POSI TI ON MANAGEMENT BOARD
Lead Process Omer: Code 09A1

Ref : (a) SECNAVI NST 12510.9 http://neds. nebt.daps. ml/

Encl: (1) Position Managenent Change Menorandum

1. Purpose. To establish the Position Managenent Board (PMB)
per reference (a).

2. Policy. Smaller operating budgets enphasize the continui ng
need to conduct business in the nost econom cal and effective
manner. As such, it is inportant to ensure that any changes to
the current position nmanagenent structure which result in an
increase in full-time equivalent (FTE) and correspondi ng | abor
dol lars be m ssion essential, conply with reference (a), and
consider the priorities of the conmand. Departnent directors/
speci al assistants have the responsibility to ensure that al
civilian personnel actions pronote the efficiency and
effectiveness of the activity.

3. Scope. This guidance applies to all civilian personnel
actions at the Engineering Field Activity, Mediterranean, and
its field offices.

4. Organi zation

a. The PMB will evaluate all proposed organizationa
changes and provide input to the Executive Oficer. Although
the scope of the PMBis limted to appropriated fund civilian
(U.S. /1talian) positions (permanent or tenporary, full-
time/part-tinme), the PVB may recommend alternative staffing
met hods such as realignnment of mlitary billets or the use of
contract support.

b. Normally, the PMB will conduct a quarterly |ong-range
revi ew of ENG-LDACT MED wor kl oad and organi zati onal structure
and establish plans to adjust the organization to neet future
needs.

c. Wien the Position Managenent plan requires transfers or
reductions of resources allocated to certain products and
services, the PMB will require that each vacancy be reassessed
by the board before a replacenent is recruited.
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d. The PMB will review all Navy D stingui shed/
Superior/Meritorious Civilian Service Awards, Quality Step
| ncreases (@Sl), and cash awards exceedi ng $1 thousand per
i ndi vi dual .

5. The PMB shall neet nonthly at the call of the Chairperson,
on the third Thursday of the nonth.

a. The nmenbers and their roles are:

(1) Conponent Business Oficer/Deputy Operations
O ficer, Chairperson

(2) Counsel, Menber

(3) Director, Resources Managenent Departnent, Menber
(4) Chief of Contracts, Menber

(5) Design Product Line Coordinator, Menber

(6) Construction Product Line Coordinator/RA CC
Oper ati ons, Menber

(7) Real Estate Product Line Coordinator, Menber
(8) Environmental Product Line Coordinator, Menber

(9) Base Operations Support Product Line Coordinator,
Menmber

(10) Executive Oficer, Menber
b. Procedures are:

(1) At least six nenbers nust be present to conduct
busi ness;

(2) Substitutes for nmenbers are not authorized;
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(3) Non-nenbers nmay be invited to attend neetings to
advocat e proposal s and answer questions, but they will not be
present for deliberations and deci si on-nmaki ng.

6. Action
a. Departnent directors/special assistants wll:

(1) Propose changes to the organi zational position
structure only when the changes are anticipated to pronote the
efficiency and effectiveness of the activity;

(2) Use every civilian personnel vacancy as an
opportunity to inprove the efficiency and effectiveness of the

activity' s position structure;

(3) Use enclosure (1) as the framework for
recommendations to the PMB; and

(4) Submt wth enclosure (1), appropriate
docunentation to permt adequate evaluation by the board. This
may i nclude position descriptions, organization charts, workl oad
and budget data or other information requested by the board.

b. D rector, Resources Managenent Departnent wll:

(1) Prepare SF-52 Request for Personnel Action, for
approved actions,

(2) Coordinate processing of the action with the Human
Resources O fi ce,

(3) Obtain position managenent training for mlitary/
civilian supervisors.
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Dat e

From

Departnent director/special assistants
To: Posi tion Managenent Board Chairperson
Subj: PROPOSED CHANGE(S) TO POSI TI ON MANAGEMENT STRUCTURE

1. Discussion of proposed change; (For new positions and

proposed upgrades, indicate where the new or higher |evel duties
originated, e.g. fromother existing positions (identify), a new
m ssion from hi gher headquarters; or a locally identified need.)

2. Anticipated benefits, or the necessity for the change:

(e.g., explain why these duties could not be assigned to sonmeone
who is currently at the higher grade or to a mlitary person to
preclude the need for the proposed upgrade.)

3. Anticipated negative inpact if the change is not approved:

4. Indicate salary cost increase and any offset in savings
occurring as result of this change:

5. If there is an anticipated increase in salary cost/workhours
with no resulting savings, indicate a proposed source of
f undi ng/ wor khours to cover the increased cost:

Not e: Provide appropriate docunentation to define and expl ain
t he proposed change.

Encl osure (1) 12312-4
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12430 POLI CY AND ADM NI STRATI ON OF PERFORVANCE
APPRAI SAL REVI EW SYSTEM ( PAR)
LEAD PROCESS OMNER: N1

Ref: (a) LANTNAVFACENGCOM | NST 12430. 3
http://| ant ops. ef dl ant. navfac. navy. m |/

1. Purpose. To provide policy and del egation of authority for
conpl eti ng performnce eval uati ons and perfornance rel ated
awards for U S. Cvil Service associates at Engineering Field
Activity, Mediterranean and field offices.

2. Scope. The provisions of this instruction are applicable to
ENGFLDACT MED headquarters and field offices.

3. Policy. ENGFLDACT MED will inplenment the Atlantic Division
Per f ormance Awards Program as described in reference (a) with
the follow ng | ocal nodifications.

a. Progress reviews will be perforned quarterly. In
addition, the establishnment of the Appraisal Plan and fi nal
apprai sal require wet-signature approval by the reviewer.

b. The rating cycle for ENGFLDACT MED (including field
offices) will be 1 April through 31 March.

c. The annual schedule of rating events for ENG-LDACT MED
are as follows:

(1) Thirty days prior to the beginning of rating
period: Supervisor establishes optional assignnents for the
year if utilized.

(2) By 28 February: Enployee conpl etes persona
acconpl i shments for the past year

(3) By 31 March: Establish Appraisal Plan for new
year.

(4) By 5 April: Supervisors conplete appraisals
and gain concurrence of reviewer and enpl oyee signs the
appraisal. Not later than 15 April, all PARs are forwarded
to the Adm nistrative O ficer (N11) for processing.

(5) By the last day of June, Septenber, and Decenber,
supervi sor s/ enpl oyees conpl ete and sign quarterly revi ews.
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d. Since the Pass/Fail version of the Appraisal Plan form
has been adopted, supervisors are encouraged to provide
meani ngf ul coments on the Rating of Record for the benefit of
the associate. Likew se, associates are encouraged to use the
Personal Acconplishnments formto docunment their significant
contributions and personal growt h.

e. The conmand incentive awards and performance awards
prograns will be used to recogni ze associates pronptly for
exceptional acconplishnments and to encourage team participation.
Therefore, individual cash awards will not be associated with
end- of -year performance awards after the 31 March 1999 rati ngs.

I ncentive awards, including Special Act Awards and Sust ai ned
Superi or Performance Awards may be given at the end of the
rating cycle, but not in association with the performnce
rating. Under current regulations, Quality Step Increases (QSI)
may be given only in association with a perfornmance rating.
Supervisors may still recommend a QSI at the end of the rating
cycle if it is an appropriate recognition.
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12451 Cl VI LI AN AWARDS
LEAD PROCESS OMNER: N1

REF: (a) LANTD V NAVFACENGCOM NST 12450. 3
http://1 ant ops. efdl ant. navfac. navy. m |/

Encl: (1) Enployee of the Year Nomi nation Menorandum
(2) Givilian Incentive Award Process Fl ow Chart

1. Purpose. To publish procedures for processing civilian
personnel incentive awards and the process to be used to

nom nate, select, and recogni ze hi gh performance and out st andi ng
achi evenents by individuals and teans.

1. Action. The command will recognize, on 1 April annually,
an Adm nistrative Enpl oyee of the Year (categories GS-6 and
bel ow and GS-7 and above), Field Enpl oyee of the Year (field
offices are only eligible), and Enpl oyee of the Year
(Headquarters personnel only). Enclosure (1) is the format for
subm tting nom nees for these awards.

Encl osure (2) identifies the procedures to be foll owed when
awardi ng civilian personnel incentive awards. As a rem nder,
the enphasis on civilian awards is now on team acconplishnents
vi ce individual acconplishnents. This does not preclude you
from recogni zi ng individual achi evenent when in fact the

i ndi vi dual was given a personal assignnment or did sonething on
their own to nerit a award. All Quality Step Increases, Navy
Di sti ngui shed/ Superior/Meritorious Cvilian Service Awards, and
nonetary awards greater than $1 thousand per individual mnust be
processed through the Position Managenent Board. Depart nent
directors/RO CCs are responsi ble for approving (approval
authority can not be del egated), and funding fromtheir budgets,
all nonetary awards for $1 thousand or |less, ensuring their

i ndi vi dual award budgets are not exceeded. Awards greater than
$1 thousand, though requiring PMB approval, still conme out of

i ndi vi dual budgets. Requests for additional award fundi ng nust
be approved via the Chain of Command before exceedi ng all ocated
anmount s.

3. Forns Availability. NAVEUR NSA NAPLES FORM 12450/1 is
avai l abl e on the Local Area Network at Headquarters and on a
conputer diskette at field offices.
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EMPLOYEE OF THE YEAR NOM NATI ON FORM (Not to exceed 2 pages)
1. Category:
2. Personal Data
a. Nanme of nom nee:
b. Name of nom nator:
c. Job title & grade of nom nee:
d. Organi zation and | ocation:
e. Length of federal service:
f. Nunber of years with conponent:
g. Residence address:
3. Basis for Nom nation (narrative outlining the follow ng):
a. Job Performance:
b. Acconplishnments beyond i medi ate assi gnnent :
c. Educational self-inprovenent achi evenents:
d. Honors and Awards

e. Participation in Command, office, and enpl oyee
activities:

f. CGvic Activities:

Encl osure (1) 12451- 2



ENGFLDACTMEDI NST 5000. 1

12 June 00
Civilian Awards
Process Flow Chart
Supervisor recommends
employee for award (NAVEUR |«
NSA NAPLES FORM 12450/1)
No

Award Award
is for $1,000 or No > is from Field Yes
less? (see note 1) Office?

\ 4
‘ Award FAX'd / Mailed or sent

via e-mail to EFAMED Code
No N5

T | I

Dept Director/ ROICC approves Dept Director presents to Director N5 presents to
award PMB PMB
»
Y
PMB
< Yes approval?
(See Note 2)

A

Forward to local HRO for
payment

v Note 1: Navy Distinguished/Superior/
Meritorious Civilian Service Award /

End process Quality Step Increase must be
processed through the PMB.

Note 2: PMB can approve/disapprove
- raise/lower award amount.
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12620 ALTERNATE WORK SCHEDULE ( AWS)/ CORE HOURS OF WORK (A

FOR CI VI LI AN PERSONNEL
LEAD PRCCESS OMNER: N11

Ref : (a) OPM Handbook on Alternative Wrk Schedul es
(http://ww. opm gov/ oca/ aws/ i ndex. ht m

1. Purpose. This Article governs the procedure for AWS for
U S. civilian personnel and the requirenment for all civilian
personnel to be at work during Core Wrk Hours. Reference (a)
aut hori zes establishnent of AWS, Core Hours of Wrk, and
descri bes the way in which holidays are treated for enpl oyees
wor ki ng an AWS schedul e.

2. Definitions

a. Aternate Wrk Schedule (AWS). AWS at this activity, is
a conpressed work schedul e under which an enpl oyee works eight,
9- hour days, and one, 8-hour day and has the tenth day off
during a biweekly (2-week) pay period (9 workdays for a total of
80 hours). This is referred to as 5-4/9 pl an.

b. Core Work Hours. Those designated hours that nust be
part of all enployees (U . S. and Local National) work schedul es.

3. Policy

a. AW AW is available to U.S. civilian enployees with
t he approval of their supervisor and workload permtting.
Personnel who are on an AWS5 schedul e and attend training or are
on Tenporary Duty (TDY) for a period of 3 or nore days require a
wor k schedul e change to a normal 8-hour, 10-day, work schedul e
for the entire pay period in which they are attending training
or are on TDY. Wen a holiday occurs on an enployee's regularly
schedul ed day off and that day is a Monday, the enployee wl|
have Tuesday at his/her day off. |If the day off is a Friday,
t he enpl oyee’ s designated day off in lieu of the holiday will be
Thur sday.

b. Core Hours of Whrk. Core Wirk Hours for all enpl oyees
of this activity are 0800 to 1500.
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12933 POLI CY FOR PROFESSI ONAL REG STRATI ON FOR ENG NEERS AND
ARCHI TECTS
LEAD PROCESS ONNER: N4

Encl: (1) Engineer and Architect Positions Report
(2) Waiver Requirenents and Procedure
(3) Maintenance of Professional Register

1. Purpose

a. To establish policy and procedures for requiring
prof essi onal registration as a selective placenent factor for
engi neer and architect professional positions.

b. To provide professional registration/certification
wai ver procedures.

c. To provide procedures for formal recognition of
i ndi vi dual s who have achi eved professional registration.

2. Background

a. We strongly encourage professional registration as a
nmeans to develop and naintain a staff of the highest technica
conpet ence.

b. NAVFACENGCOM NST 12400. 11 provides policy and wai ver
requi renents for professional registration of Cvil Engineer
Corps officers and civilians, except Professional Devel opnent
Center (PDC) trainees. NAVFACENGCOM Itr of 28 Jun 96 provides
policy for maintaining professional credentials in
mul tidi sciplinary environnental positions. NAVFAC P-68
aut hori zes Engineering Field D visions (EFDs) and Engi neering
Field Activities (EFAs) Conmander s/ Conmandi ng Officers the
authority to grant waivers of registration for contract board
actions.

c. Professional registration of U S. engineers and architects
is defined as neeting the |egal requirenment for private practice
as required by the District of Colunbia, one of the individual
states, or one of the territories of the United States.

d. Professional registration of Local National engineers

and architects is defined as neeting the | egal requirenment for
private practice as required by the host country.
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e. Al comand departnents and field offices shall prepare
a list of positions requiring professional registration, and not
wai ve the requirenent once the position has been identified.

f. Position Listings and Executive Summaries. The conmand
will formally docunment and publish a Position Listing of al
exi sting positions (encunbered and not encunbered) requiring
prof essi onal registration acconpani ed by an Executive Sumrary.
Position Listing and Executive Sunmary shall be by headquarters
departnents and field offices. The pertinent GS-0800 series
position classifications requiring reporting as prescribed by
NAVFACENGCOM NST | 2400. 4C are contained in enclosure (1).

g. To enhance the professional inmge of the command, and to
identify those personnel who have attained professional
registration/certification, a register board will be installed
in command headquarters. The board will include the names of
on-board command military and civilian personnel who have
achi eved professional registration/ certification as engineers,
interior designers, architects, |andscape architects, and
communi ty pl anners.

3. Policy

a. Professional registration will be required as a
sel ective placenent factor when filling vacancies for al
command supervi sory engi neer and architect positions.

b. Professional registration will be required as a
sel ective placenent factor when filling vacancies for al
conmmand engi neer and architect positions that require one or
nore of the follow ng actions:

(1) Professional is accountable for engi neering and
architectural decisions.

(2) Represents the command to the public on engi neering
or architectural matters.

(3) Signs engineering or architectural draw ngs or
criteria.

(4) Serves as an engineer or architect on A-E slate,

sel ection, fee negotiation, and contract claimor change order
boar ds.
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c. Professional registration will be included as a
desirabl e but not mandatory placenent factor for all engineer
and architect positions not covered by paragraphs 3a & 3b.

d. Only professionally registered engineers and architects
may chair A-E slate, selection, fee negotiation, contract claim
or change boards.

e. Non-registered engineers and architects may not serve as
voting nenbers on these boards unl ess they have been granted a
wai ver. \Waiver requirenments and procedures are contained in
encl osure (2).

f. The nanes of registered/certified personnel shall be
di spl ayed as a neans of recogni zing and pronoting professiona
achi evenent. Command recognition will be given when a person
achi eves professional registration.

g. The appropriate departnent director, prior to the
establ i shnment of any engi neer or architect position, wll
determ ne the necessity for a professional registration. The
Human Resources Ofice will not process action on any of these
positions until there is clear indication that this
determ nation has been nmade.

4. Action

a. Personnel who are authorized to initiate recruitnent
actions will insure that the requirenent for registration or
credentials is included in position descriptions for al
positions to which the policy in paragraph 3a and 3b is
appl i cabl e.

b. An Engineer and Architect Position Report will be
prepared as prescribed in enclosure (1).

c. Mintenance of the Professional Register and preparation

of Letters of Commendation for newly registered/certified
personnel shall be as prescribed in enclosure (3).
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ENG NEER & ARCHI TECT POSI TI ONS REPORT

1. As changes occur, cognizant departnents enpl oyi ng engi neers
and architects will submt to N4 updated/annotated Position

Li stings and Executive Sunmaries of engi neer and/or architect
positions to reflect current status. Updated/ annotated
information shall reflect any changes, i.e., registration

requi renents, additions or deletions of incunbents, position
descri ption nunber changes, position changes, professional

regi stration status of incunbents, executive summary changes, etc.
The listing will contain the information required for Position
Listing in paragraph 4 and the Executive Summary in paragraph 5.
Al transmttals involving field offices will be submtted via N5.

2. Al persons occupying positions in the followng Gvil Service
Classification Series GS-0800 will be reported.

801 Ceneral Engineer 855 El ectroni cs Engi neer
803 Safety Engi neer 858 Bi 0- Medi cal Engi neer
804 Fire Prevention Engineer 861 Aerospace Engi neer
806 Materials Engineer 871 Naval Architect

807 Landscapi ng Architect 880 M ni ng Engi neer

808 Architect 881 Petrol eum Engi neer
819 Environnental Engineer 892 Ceram c Engi neer

830 Mechani cal Engi neer 893 Chem cal Engi neer
810 dCivil Engi neer 890 Agricultural Engineer
840 Nucl ear Engi neer 894 Wel di ng Engi neer

850 El ectrical Engineer 896 Industrial Engi neer

The foll owi ng GS-0800 series do not need to be reported:

802 Engi neering Technician

809 Construction Representative

817 Surveying Aid (GS-01 through GS-03)
Sur veyi ng Techni ci an
(GS-04 through GS-12)

818 Engi neering Draftsman

828 Construction Anal yst

856 El ectronics Technician

Encl osure (1) 12933-4
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873 Ship Surveyor

895 Industrial Engineering Technician
899 Engi neering Student Training

PDC Trai nees

4. Information required for Position Listing:
a. Code
b. Series
c. QGade
d. Position Title
e. Position Established (date)
f. Position Description Nunber
g. Registration Requirenent
h. I ncunbent’'s Nane
I. State of Registration
j. Type of Registration (PE, RA, etc.- include EIT)
k. License Nunber
I

EIT, State and Year

3.

Date Waiver Expires (if no registration and holding a
wai ver)
5. Information required for Executive Summary:

a. Departnent/division code

b. Total nunber of engineers/architects positions in D vision

c. Total nunber of these positions which require professional
registration

d. Percentage of positions requiring professional
registration (c/b) x 100 = %

e. Total nunber of incunbents having professiona
registration

f. Percentage of registered i ncunbents of total
engi neer/architect positions (f/b) x 100 = %
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VWAl VER REQUI RVENTS AND PROCEDURE
(Mlitary & Gvilian)

1. In special circunstances the registration requirenments nay be
wai ved by reason of command m ssion acconplishnment. The Executive
Oficer, Code 09, is delegated authority to grant waivers of
registration to engineers and architects to serve on such boards,
to include the selection of junior officers.

2. In general it is anticipated that waivers will be granted for
a specific period of tine (18 nonths maxi mun) and only for those
i ndi vi dual s actively pursuing professional registration.

Engi neers requesting wai vers shall have an EIT certificate.
Architects should be in the process of conpleting their required
i nt ernshi p.

3. Board chairpersons nmust be registered professionals.

4. Al of the questions |isted bel ow shall be answered when
applying for registration waivers. Comrand personnel shall submt
requests to Nd. Field offices shall submt requests to the
Conmandi ng O ficer, ENG-LDACT MED (N4) for processing.

5.  \aiver request questionnaire:

Reason for Wiiver Request
Name
GS Series and G ade
Organi zation
Discipline/Title
Degree(s) and Year Degree(s) received
Dat e individual passed EIT
Date Individual first eligible to take PE/ RA/ RLA
Date individual intends to take PE/ RA/RLA exam

10. Nunber of years individual has worked under the direct
supervi sion of a registered engi neer or architect

11. Date of successful conpletion (or equival ency exam of
t he Design Contract Managenent Course or anticipated date of
course participation

12. Current staff available for Board/ Comm ttee nenbership,
e.g., total nunmber of engineers and/or architects who are
presently regi stered and have conpl eted the Design Contract
Managenent Course or have taken the equival ency exam

©CONOGOEWNE
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MAI NTENANCE OF PROFESSI ONAL REGQ STER

1. Recognition of Registration and Certification. The nanes of
regi stered/certified personnel shall be displayed as a neans of
recogni zi ng and pronoti ng professional achievenent. Conmand
recognition will be given when a person achi eves prof essi ona
regi stration/certification.

2. Action

a. For initiation and mai nt enance of the Professional
Regi ster:

(1) N4 provides nanmes and professional registration
status of on-board personnel (mlitary and civilian) for initial
preparation of the register board.

(2) N4 will ensure that the register board is kept
current based on infornation received.

b. For preparation of letters of commendation for newy
regi stered personnel :

(1) Headquarters and field offices enploying engi neers
and/ or architects will submt a neno to N4 for newWwy registered
personnel indicating the name, code, professional registration
category (i.e., engineer, architect, |andscape architect or
community planner), state of registration, and date of
notification. N4 will update the register board. Al
transmttals involving field offices will be submtted via N5.

(2) N will prepare a Command Letter of Commendation for
each newy registered individual and forward it to Code @ for
further action.

(3) Code 09 will obtain the Commanding O ficer's
signature on the letter and schedul e presentations in
conjunction with normal awards cerenoni es at Headquarters.
Letters for renote field personnel will be forwarded for |oca
present ati on.

(4) N4 will forward to Atlantic Division, Nava

Facilities Engineering Command, for inclusion into "The
Qbserver. "
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